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The development of new and innovative
cybersecurity companies has been
recognized by global leaders as critical

to advancing both national security and
economic growth. For this reason, cyber
innovation was identified as one of the three
key themes of Canada’s National Cyber
Security Strategy." Yet, while the country has
had some success in creating successful
cybersecurity firms, Canada has been
struggling to keep up with its geopolitical
peers when it comes to successfully bringing
new cybersecurity products info the market.
Informed by a literature review, jurisdictional

scan, inferviews and a round-table discussion,

this report analyzes the obstacles to
commercialization experienced by Canada'’s
cybersecurity startups and the opportunities
for overcoming these obstacles.
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Key commercialization .
challenges faced by Canadian
cyber startups include:

e Arelatively small domestic market:
The limited growth opportunities within
the country lead o cybersecurity
founders looking for opportunities
outside of Canada.

e Risk-aversion and a lack of innovation
mindset in Canada: Canadian investors
and customers are more likely to be
risk-averse than their intfernational
counterparts.

* Struggles to secure early adopters:
With insufficient support from the
innovation ecosystem to help startups
find initial customers, entrepreneurs
typically rely upon existing connections
or personal referrals to find their first
customers.

e Procurement hurdles: Canadian public
procurement processes are often
too time-consuming and arduous
for smaller businesses, limiting
opportunities for governments to act as
early purchasers and validators.

* Lack of cybersecurity expertise
and connections among investors:
Canadian startups feel that investors
are less familiar with cybersecurity than
other digital technology subsectors,
leading to challenges in securing
funding for continued growth of their
product.

* Lack of perceived value of IP
protection: Canadian cyber startups
struggle fo find support for IP protection,
and also struggle fo see its uftility when
confronted with the high costs and time
requirements for patent filing.



Canada'’s startup community comprises many players who can help

step foster a more sustainable cyber innovation ecosystem. This includes
academic institutions, governments at all levels, investors, industry, incubators
and accelerators, non-profit infermediaries, and startups themselves. The
development of a more coherent, connected, focused and goal-aligned cyber
ecosystem will be important for addressing Canada's cybersecurity challenges
and creating the conditions for the growth of successful new cyber companies.
Key areas of opportunity include:

1. Connecting startups to early adopters: Successfully connecting
entrepreneurs to initial customers is vital to their success. Facilitating
product development and validation, and piloting government procurement
approaches that provide advantages for Canadian businesses, could help
close the gap in securing early adopters.

2. Lowering IP protection costs: Infroducing more funding to compensate the
costs of IP protection efforts can help incentivize entrepreneurs to pursue IP
ownership.

3. Closing the risk-aversion gap: Initiatives to build cybersecurity knowledge
among investors and improving data sharing among ecosystem members
can help reduce risk aversion among investors. Targeted public investment
can be infroduced to ensure support for promising startups when investors
decline ventures.

4. Encouraging diversity: Improving the inclusion of under-represented
demographics among cybersecurity talent and within the investment sector
can advance the equity of investment decisions and strengthen innovation
efforts.
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The need for a focused approach to grow and
support a dynamic national cyber innovation
ecosystem in Canada is more urgent than

ever. In the 21st century, cybersecurity has
emerged as an imperative for national

security and nation state competition. As with
many fechnological innovations in history,
economic and geopolitical power are at

stake in this competition for technological
dominance.” Global technology leadership in
the cybersecurity domain has the potential fo
enhance a country's global power and security,
whereas failure to build national cyber capacity
will pose a threat.”

There is also an economic imperative for
Canada. Successful commercialization of
cybersecurity innovations allows the country
to benefit from economic and social gains
realized through increased jobs, increased
economic activity, and more. Canada’s
success has been mixed. Approximately

350 cybersecurity companies have their
headquarters in Canada.” According to
Crunchbase, Canada ranked fifth globally in
cybersecurity venture capital (VC) funding in
2021 — ahead of several larger economies,
including Japan, Germany, France and India.”
Yet, despite this public and private investment
in Canadian cybersecurity firms, experts
confinue to emphasize the country’s struggle
to commercialize research innovations, and fo
grow and scale new companies info national
and global champions. Unable fo secure
investment and find customers in Canada,
cybersecurity enfrepreneurs are offen moving
their operations and intellectual property (IP)
outfside of the country. As one person stated
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to the Ontario Expert Panel on Intellectual
Property, “Canada is the world’s open source
factory for ideas. We create it, but let others
commercialize it."

Evidence from Canada and international

peers suggests that building a dynamic

and sustainable cybersecurity innovation
ecosystem in Canada will be vital fo addressing
the country’'s domestic cybersecurity threats,
supporting entrepreneurs tfo grow successful
cyber companies, and positioning the country
as a leading cyber actor in the global digital
economy. Yet, foday, the Canadian cyber
innovation ecosystem remains underdeveloped
and fragmented, lagging behind those in peer
countries like the United Kingdom and the
United States. These are limiting opportunities
for growth among a burgeoning community

of Canadian cyber startups, whose successes
are key in meeting both national security and
economic goals.

Why is that and what can be done? This paper
seeks to examine this questfion by assessing
the state of cybersecurity innovation in Canada;
exploring cyber innovation approaches and
models in other jurisdictions; and identifying

an actionable set of opportunities to be taken
by players within Canada’s cyber innovation
ecosystem to accelerate commercialization.
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Methodology

The focus of this report is exploring how fo build a dynamic and sustainable cyber
startup ecosystem in Canada that drives both innovation and commercialization.
The research that informs our findings is derived from:

» A literature review of the current state of commercialization in the cybersecurity
startup ecosystem, the Canadian cyber startup marketplace, the procurement
landscape, and understanding cyber-specific challenges/issues;

* Ajurisdictional scan to identify notable approaches and frameworks being used
in other global regions that can be adopted in the cyber ecosystem; and

* Interviews and a roundtable discussion with Canadian cyber startups,
government, and entrepreneurship ecosystem representatives, to understand
current circumstances, challenges and opportunities for growing cyber starfups
in Canada.

The roundtable was conducted under the Chatham House Rule. The names of
intferviewees and roundtable attendees are disclosed in the Appendix with the
participants’ consent.

Throughout this report, the term "cyber startup” will be used to describe companies
specializing in cybersecurity that have their roots as startups and that are going
through the startup journey. This can encompass early-stage startups, scale-ups and
unicorns;’ ultimately, our use of the term focuses on entrepreneur-led cybersecurity
companies. Although we recognize that confexts and technologies can greatly differ
between cybersecurity companies, for the purposes of our paper, we apply a broad
interpretation of cybersecurity companies as those that offer products and services
related to information and network security.
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Canada’s Cyber
Innovation
Ecosystem




Canada'’s cyber innovation ecosystem is
composed of various stakeholders, which
include startups, academic institutions,
governments, investors (both domestic and
international), incubators and accelerators,
industry and non-profit organizations. Each
group of actors plays an important and disfinct
role within the ecosystem, with Canadian

and infernational evidence suggesting that
the alignment of goals and coordination of
activities is key to collective success. As the
expression goes, the whole is greater than the
sum of the parts.

6? Startups

Startup founders generally consist of
entrepreneurs that are developing a
cybersecurity product or service, and are
working to commercialize it both domestically
and globally. They are a key driving force for
innovation in the ecosystem, as their ideas and
expertise fill gaps in the cybersecurity needs

of the country. Startup founders generally also
collaborate with, receive and engage with
support provided by other stakeholders in the
ecosystem. Canadian examples include Flare
Systems and Arctic Wolf, two startups that have
found tremendous success. Flare Systems was
founded in 2017, by Mathieu Lavoie, Israél Halle
and Yohan Trépanier Montpetit, focusing on
scanning the digital footprints of organizations.
Since its inception, the startup has experienced
fremendous growth in Canadian markets,
raising $9.5M CAD in series A funding in June
2022, been a part of the Rogers Cybersecure
Catalyst, and is currently considering
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expansion info U.S. markets.” As for Arctic Wolf,
co-founders Kim Tremblay and Brian NeSmith
founded the company in 2012, focused on
providing security moniforing to detect and
respond fo cyber threats. Arctic Wolf has
likewise undergone successful growth, running
its headquarters in Minnesota and performing
R&D operations in Waterloo, Ontario, the
company has recently been named to the
Forbes 2022 Cloud 100 in August 2022.”

T3} Academic Institutions

Academic institutions play another major role
in the Canadian cybersecurity ecosystem, as
Canada’s multitude of world-class universities
and colleges develop homegrown talent

and produce innovative research.’” Amidst
continual global high demand for tech talent
and ongoing insufficient supply, Vancouver and
Toronto had the largest tech talent workforce
gains in 2021 compared fo the rest of North
America.’* In addition to contributing fo the
talent pool and development of IP, faculty
and researchers within these institutions also
create startups to commercialize their work.
Canada'’s post-secondary schools are also
working to facilitate the management and
commercialization of IP developed in their
institutions. Several universities have created
their own IP commercialization offices in
order fo encourage the commercialization

of their research innovations.*” In an

effort to reinforce this work, the Ontario
government’'s Commercialization Mandate
Policy Framework required all publicly-
assisted Ontario post-secondary schools fo
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develop IP commercialization policies for their
insfitfutions.*”

4> Governments at
B All Levels

Federal, provincial/territorial and municipal
governments across Canada play a key role
in the ecosystem through their offerings of
various programs, tax incentives and grants
to encourage innovation, investing in products
and services, and guiding the counftry’s
innovative path through policy.”* Government
contributions include economic development
programs, tax incentives, policy guidance and
awareness development.

One way that the government contributes to
the ecosystem is through initiatives aimed

at advancing the research, development
and adoption of cybersecurity innovations.
The federal government’s Innovation for
Defence Excellence and Security (IDEaS)
program is an example of this engagement
through supporting early-stage startups with
opportunities for funding, product testing and
pilot projects with departments within the
Department of National Defence (DND) and the
Canadian Armed Forces (CAF).*°

The federal government’s Industrial and
Technological Benefits (ITB) policy requires
defence procurements over $100 million that
are not subject to trade agreements, or for
which national security exceptions are invoked,
to undertake business activity in Canada equal
to the value of the confract. This can include
building the product or providing the service in
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Canada; or through R&D, skills development, or
purchasing goods and services from Canadian
suppliers; and often requires a minimum
proportion be spent on small- and medium-
sized businesses, and on a list of Key Industrial
Capabilities (KICs), which since 2018 has
included cybersecurity.*

Government policies also shape the cyber
ecosystem by regulating activities and

putting forth cybersecurity policy objectives.

A federal example is the National Cyber
Security Strategy, which describes Canada’s
agenda for advancing cybersecurity and cyber
innovations. Fostering cyber innovation is one
of the three key themes outlined in the strategy.
It affirms that the government plays a role

in supporting the growth of innovative cyber
startups “to bring cyber security fechnologies
and services to the global marketplace.”” The
Strategy states that the Canadian government
will take actions to stimulate investment,

and research and development of cyber
innovations.

Information sharing from government entities
also impacts the ecosystem through building
collective understanding of the cybersecurity
landscape, and by building awareness of the
significance of cybersecurity. Government
bodies such as the Canadian Centre for
Cyber Security (Cyber Centre) and Ontario’s
Cyber Security Centre of Excellence provide
cybersecurity guidance and information that
help key stakeholder groups such as investors
recognize the importance of cybersecurity.
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& Investors

Investors, both domestic and international,

are another stakeholder within the ecosystem,
including but not limited fo venture capitalists
(VCs), angel investors, chartered banks,
corporates, foreign multinational enterprises,
and institutional investors such as pension
funds. These bodies provide financial capital to
startups, to support business growth from early-
stage product and service development and
commercialization, to later stage growth and
expansion.*” The backing behind Canadian
startup SecureKey reflects the diversity of
investor groups, having received funds from
Canadian banks and companies, including

Desjardins Group, Rogers Communications Inc.

and BCE Inc.”
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L _
b= Industry

Industry members consist of private

sector organizations, spanning from

small- and medium-sized enterprises to

large corporations. Companies can act as
purchasers of products and services from
cyber startups, and can also contribute
experfise to industry inifiatives and public policy
consultations.

Incubators and
Accelerators

Incubators and accelerators play a vital

role in connecting aspiring and exisfing
startups to other parts of the ecosystem, and
providing startup skills and resources for
founders. Incubators help startups in their very
early stages build their ideas and develop

their business models.”” Accelerators are

more selective, with the aim to rapidly grow
promising startups, including the added benefit
of providing seed funding for these firms.”*

Incubators and accelerators can differ in
business models, market sector focus and
scope. Canada’s big non-profif players include
MaRS, Communitech and NEXT Canada.
For-profit innovation firms include DMZ
Ventures and Highline Beta. Some groups

are also focused on a region or locality, such
as InvestOftawa and the New Brunswick
Innovation Foundation. Moreover, some
incubators and accelerators focus on specific
sectors, with the Rogers Cybersecure Catalyst
being the only accelerator with a sole focus on
cybersecurity.
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@ @& Non-Profit Threat Exchange (CCTX) is another group
@ Intermediaries that brings together Canada’s private sector

members, with a larger focus on cyber
Professional associations such as threat information sharing.”

the Canadian Council of Innovators

provide representation and resources for Standards bodies also play a role by
cybersecurity startups, helping fo bridge developing guiding principles for the

the gap between startups and industry. cybersecurity industry. One example is
Contributions by these organizations the CIO Strategy Council, which develops
include providing access and advice on voluntary standards for fech innovations

hiring falent, gefting access to capital, and in areas, including artificial intelligence,
finding customers. The Canadian Cyber biometrics and cybersecurity.””
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Through the research activities, and interviews Three key distinctions were highlighted: (1)
clearer return on investment (ROI) horizons in
other startup industries; (2) the heightened need

for cyber startups to build trust with prospective

and discussions with leaders and experts
from Canada’s cybersecurity ecosystem, a
foundational question was explored: are the
condifions for cyber startup firms different than
for startups in other digital technology sectors
and, if so, how?

customers in order to secure early adopters;
and (3) cybersecurity being a business enabler
across industries, with the potential for a larger
pool of buyers.

Less obvious ROI indicators
compared to other industries

Many interviewees shared

that cybersecurity differs from
other innovation markets due
to the increased difficulty

of demonstrating an ROl in
cybersecurity products and
services compared fo other
markets. Investors have been
noted to see obvious benefits
out of other technologies such
as clean tech, biotech and
fintech products, whereas
cybersecurity products require
a longer-term investment
perspective to recognize
business benefits. Interviewees
also noted the need fo
demonstrate cybersecurity ROI
in different ways, as the realized
benefits may look different, with
examples including reducing
threats and IT support costs.

Higher trust threshold for
early adopters

Interviewees repeatedly
highlighted the need to build
trust — and the challenge of
building trust — with clients,
particularly due to the mission
critical nature of cybersecurity.
Successful cybersecurity
startups have been generally
reliant on existing frusted
networks, or have invested
heavily in building trust with
early adopters.

A business enabler across
industries

Another frequently noted
difference between
cybersecurity and other
markets is the fact that
cybersecurity is required
across all industries and
organizations. The ubiquity

of computer systems, data
and data protection means
cybersecurity products and
services are not limited to a
small pool of potential buyers.
Despite this, interviewees
noted the difficulty in getting
investors and company
executives to understand the
necessity of cybersecurity in
their operations, suggesting this
due to a lack of understanding
surrounding threats, or a fear of
not knowing how to deal with
cybersecurity-related matters.

However, interviewees also stressed the commonalities among all startups, such as the need to
find product market fit and secure sales, as well as facing the same obstacles to breaking into the
market regardless of industry. Others mentioned the “battle for the same dollar’, with the view that
startups across all markets are competing for VC investment and government program funding.

Scaling Cyber: Advancing Canada’s Cybersecurity Startups 15
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The global cybersecurity market is estimated to
be approximately $170 billion USD.”* Last year
saw significant investments into cybersecurity
ventures, with over $21 billion USD raised
globally, compared to just approximately $9
billion USD the year before.”” This market
segment is rife with opportunities for startups
both in terms of demand and early funding,
as the cybersecurity industry has more early-
stage investment activity compared to other
industries globally.”® The high volume of

early-stage deals for cybersecurity ventures
continued during the first half of 2022 despite
the decline in overall cybersecurity investments
compared to 2021.*" The drop in overall
cybersecurity venture funding is a reflection

of the current slowdown in tech investments
generally amidst a market downturn.”® Products
and services by cybersecurity startups are

also highly sought after by Chief Information
Security Officers (CISOs) seeking disfinct
cybersecurity offerings.””

Global Cybersecurity Market Size Estimate ($USD B)

Application Security
5.1%

Network Security
5.9%

Security Appliances
7.6%

Data Security
7.9%

Identity & Access
13.1%

Endpoint Security
14.8%
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Security Operations
44.4%

$89.2B

Source: Pitchbook (2022)
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Canada’s cybersecurity
market

The massive size of the cybersecurity market
is reflected in its major presence in Canada.
According to Pitchbook, there’s over 350
Canadian cybersecurity companies whose
headquarters are located in the country.
Almost 60% of those companies are based

in Ontario, with the City of Toronfo holding the

highest number of cyber firms (76 companies,

encompassing 22% of Canada'’s cyber
industry). British Columbia and Québec
rank 2nd and 3rd in ferms of number of
cybersecurity companies with 18% and 13%
of cyber firms, respectively. Despite being the

home of up-and-coming companies such as
TrojAl and Beauceron Security, New Brunswick
holds only 1% of Canada'’s cybersecurity
companies, along with Newfoundland and
Labrador, Saskatchewan and Manitoba.

In 2021, Canada’s cybersecurity companies
raised around $3.8 billion USD in capital.”
Other tech sectors such as clean technology,
financial technology and Al exceeded this
amount, with FinTech raising over twice as
much capital compared to cybersecurity.”
In terms of revenue, Canada’s cybersecurity
industry is expected to generate $3.5 billion
USD in 2022, while the U.S. cyber market is
forecasted to produce over $64.8 billion in
revenue this year®

Capital Raised for Canadian Tech Verticals in 2021

Source: Pitchbook (2022)

CleanTech | Iy 14,58
SaasS | 14,58
FinTech N 918
Al & Machine Learning [N o8B

Mobile NI 488
Big Data I 4.0B

Cybersecurity
Legal Tech N 2B
Mobility Tech NN 308
Blockchain [ 26B
E-Commerce I 238
HealthTech I 20B
Climate Tech [ 188
CloudTech & DevOps I 178
Supply Chain Tech I 168
EdTech I 16B
Internet of Things _ 1.0B

Sector

0.0K 5.0B

10.0B 15.0B

Capital Raised ($USD)

Note: Companies can be classified in multiple verticals so these figures are non-cumulative.
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Ontario 203 58%
Toronto 76 22%
Oftawa-Nepean 46 14%
905 Region 44 13%
Kitchener-Waterloo 20 6%
British Columbia 64 18%
Vancouver 39 11%
Victoria 8 2%
Québec 48 13%
Montreal 30 9%
Québec City 4 1%
Alberta 17 5%
Calgary 11 3%
Edmonton 4 1%
Nova Scotia 8 2%
Halifax B 1%
New Brunswick 5 1%
Newfoundland and Labrador 3 1%
Saskatchewan 2 1%
Manitoba 2 1%

Cities with less than 4 companies have been omitted. Source: Pitchbook (2022).
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Global cyber industry
leaders

Within the global cybersecurity market, there
are several countries that have charted above
Canada in ferms of cybersecurity investment
and sales. The international scan zoomed in
on three of the peer countries behind which
Canada lags, and the lessons they offer for
Canadian cyber ecosystem development: the
United States, Israel and United Kingdom.

Consistently ranking 1st in the world for
cybersecurity investment since 2011, the U.S.
cybersecurity market's revenue is projected

to reach $65 billion USD in 2022.%* Many
interviewees noted the U.S.'s abundance of
innovative R&D programs, higher density of
opportunities for investment, and government-
led initiatives leading cybersecurity research.
Examples of innovative R&D programs
mentioned include the Defense Advanced
Research Projects Agency (DARPA), the
Intelligence Advanced Research Projects
Agency (IARPA), the Small Business Innovation
Research (SBIR) program and the VC program
In-Q-Tel. All of these programs are either funded
by, or include heavy government involvement,
and operate within the realms of defense,
intelligence and small business innovation
research.” For In-Q-Tel, startups that are
chosen are given ample financial resources,
market understanding, engineering expertise,
and connections to government partners and
portfolio companies.”™ This supports the long-
term growth and financing of selected startups,
based on market or government needs.™

Government-led support has also been a
vital aspect in directing and supporting cyber

Scaling Cyber: Advancing Canada’s Cybersecurity Startups

startups and innovation, through different
initiatives such as U.S. Federal Government
Initiatives on Cybersecurity Research (2009-
2011), Department of Homeland Security
Cybersecurity Research Programs, and a
cybersecurity council established within

the U.S. Chamber of Commerce. The
combination of innovative R&D programs, an
abundance of investment opportunities, and
a government-led drive fo cyber innovation
have positioned the country as a global leader
in the cybersecurity industry. As for investment
opportunities, many interviewees found that
the larger presence of angel investors, VCs
and an overall less risk-averse affitude has
provided greater funding opportunities in the
U.S. for cybersecurity startfups. Comparing the
U.S. venture capital scene to the Canadian
one, David Shipley, Co-founder and CEO

of Beauceron Security, described the
apprehensive nature of Canadian investors,
whereas U.S. VCs are more willing to take a
chance.”

Israel currently ranks 2nd for global
cybersecurity investment after the U.S., with
massive jumps in the number of active
cybersecurity companies, and funding
amassed to $8.8 billion USD in 2021.% Multiple
interviewees aftributed much of the country’s
strength to strong government-backed
innovation initiatives and the streamlining of
former military personnel into the cybersecurity
industry. Government-backed innovation
bodies and initiatives include Israel Innovation
Authority, involvement from the Israel National
Cyber Bureau, and the National Cyber Security
Authority. Israel’'s approach consists of a
significant focus on R&D, with efforts to connect
military research, intelligence activities and the

20



private sector. Due fo its compulsory military
service for 18- to 21-year-olds, Israel has

an abundance of trained security personnel
whose skills are transferable to cybersecurity
work.

With the close link between their cybersecurity
R&D and national security endeavours, Israel’s
cybersecurity innovation model can be seen
as driven by their distinct geopolitical context.
These distinct conditions make the adoption of
Israel’s precise cybersecurity innovation model
less realistic for Canada. Interviewees noted
the unlikelihood and uncertainty of Canada
being able to adopt a similar framework,
stating that Canada will have to find and adopt
a model that works for the country's needs,
demographics and circumstances.

United Kingdom

The United Kingdom has been another
global leader in cybersecurity investment,
placing 4th in the world in 2011-2020, with
its cybersecurity market's revenue projected
to reach approximately $10 billion USD in
2022.%” The country’'s success has been
aftributed fo the ease of access fo larger,
international markets, acceleratfors, high
rates of public procurement and government-
funded programs.”” The UK government has

Scaling Cyber: Advancing Canada’s Cybersecurity Startups

established a multitude of programs and
initiatives for startups. For instance, the Cyber
Runway Scale Programme has helped tech
startups commercialize through facilitating
contracts between companies and new public
and private sector customers.*t Government
support for cybersecurity startups has also
been evident in their procurement practices,
with British cybersecurity companies viewing
public procurement as having been helpful in
their efforts to scale.”” Apart from the programs
themselves, several interviewees also noted the
difference in greater government involvement
in leading cybersecurity innovation, providing
as an example the UK's GCHQ (Government
Communications Headquarters), which is
involved in defence of communications,

while also actively working to advance cyber
economic opportunities in the country.
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Canadian,
Commercialization
Challenges




Commercialization of research and IP has been
a longstanding challenge in Canada. Over the
years, Canadian policymakers, academics and
industry members have worked to examine
the causes and implications of Canadian
innovators developing their ideas in Canada,
but ultimately moving their companies and/

or IP outside of the country. Gallini and Hollis
(2019) describe this as a paradox, whereby
Canada'’s internationally competitive capacity
to produce inventions is met with lackluster
levels of innovation outputs.® IP lawyer James
Hinton emphasized the implications of this
paradox in his presentation to the House of
Commons Standing Committee on Industry,
Science and Technology in 2017, stating that
“Canadians are doing the hard work to create
greatf technologies, but we are not able fo
benefit from them. This further prevents us from
being able fo reinvest in new fechnologies and
new industries.”"*

These challenges appear fo be present in
Canada'’s cyber startup ecosystem as well.
Many interviewees felt that cybersecurity
starfups were not incentivized to operate and
grow in Canada. Although entrepreneurs are
finding success in inventing and building their
products in Canada, their progress falters as
they struggle to commercialize and scale within
the country. Our research identified several
key obstacles to cybersecurity startup growth,
including Canada’s relatively small domestic
market, lack of early adopters, dearth of
cybersecurity expertise among investors, and
lack of diversity of investors.
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Relatively small domestic
market

One of the major obstacles to growth faced
by Canada’s cybersecurity startups is the
relatively small size of the domestic market

in comparison to the U.S. or EU. The limited
opportunities for growth within Canada alone
have cybersecurity founders focus on scaling
business outside of the country.

It has long been recognized that, in Canada’s
domestic market, there is “insufficient demand
to sustain firms and industries in leading edge
technologies or products.” This relative lack
of domestic demand drives startups fo “seek
capital abroad, move their sales or business
abroad, or sell.”** Interviewed startup founders
shared similar sentiments about the larger
opportunities for growth outside of Canada,
with some feeling that the only way fo find
success as a startup was fo move outside

of Canada, rather than try fo scale through
exports from Canada. One founder felt grateful
for having international contacts prior to
founding their startup, feeling that an absence
of these internatfional connections would

have prevented their company from finding
success.”’

Several intferviewees shared intentions to move
their offices to “where the customers and
opportunities are.” These founders have sef
plans to move to the U.S. and the EU in order to
access more funding opportunities, larger client
bases, and cybersecurity talent. lan Paterson,
CEO of Plurilock, described Canada’s dearth of
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resources necessary for cybersecurity startups:
“Resources are not here. Talent is not here.
Financial incentives are not here. Network is
not here. Capital is not here. We have a base of
application developers, but not cybersecurity
folks. We have good funding and talent in
software engineers but not in cybersecurity.”**

Research has shown that Canadian businesses
seek a merger or acquisition by foreign

firms at a higher frequency than European
companies.”” A recent paper published by the
ICTC describes how Canadian VCs may be
placing more pressure on starfups for earlier
acquisition compared to American VCs since
"Canadian companies fake longer fo obtain
their first round of financing, go through fewer
rounds of financing overall, and raise less
money before exiting.””” Under these conditions,
Canadian founders are incentivized to sell

their startups early rather than continue their
struggles to scale. As one founder put it, “it's
hard to fault an enfrepreneur for cashing out
given how difficult it is out there. If the deal is on
the table, they will likely say yes to the deal.”*
However, some economic activity can still be
realized in Canada after founders sell their
startups abroad. Founders can reinvest their
newly-found capital into new startups, building
new innovations in their home country.”” The
operations of the acquired company may also
still remain in Canada despite its assets being
owned by a foreign firm.

A risk-averse mindset

A common theme that emerged, underlining
many of the hurdles to commercialization
faced by cybersecurity startups, is lack of an
innovation mindset in Canada. Canadian
investors and cusfomers are more likely to be
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risk-averse than their American counterparts,
and thus tend to be less willing fo invest or
purchase from early Canadian starfups.

Canada'’s risk-aversion and its implications for
innovation is well-documented in the literature.
A 2019 study found that Canada’s risk-aversion
was reportedly a “significant challenge”

for entrepreneurs conducting business in

the country.”” In a 2015 report, the Business
Development Bank of Canada (BDC) explained
how the lower risk tolerance of Canadian
businesses compared to American ones may
be partly due to our “smaller domestic market,
more risk-averse financial institutions or cultural
differences”™ This aversion to risk leads to
underinvestment in Canada’s starfups, leaving
entrepreneurs struggling to commercialize their
products and scale.

The Canadian government has been advised
to address the country’s lack of innovative
mindset in the past, with the Advisory Council
on Economic Growth receiving a significant
amount of feedback in 2017 urging for the
development of an improved ‘innovation
culture’ in Canada with "higher tolerance for
risk and failure.”*® Despite these previous calls,
Canadian cybersecurity entrepreneurs are
still struggling fo commercialize, with investors
and potfential buyers remaining tfoo cautious
to provide support for early cybersecurity
ventures.

The hesitance of Canadian buyers and
investors in being early adopters or providing
startup funding has forced a majority of
interviewed founders to seek growth elsewhere.
Grant Colhoun, Founder and CEO of Okanii,
found American clients to be much quicker at
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decision-making than those in Canada.”® The
slowness and lack of actualized deals has led
Colhoun to turn to the U.S. for business. TrojAl's
Co-Founders James Stewart and Stephen
Goddard were also enficed fo shiff their focus
outside of Canada after struggling to attract
early adopters within the country.”” Plurilock
CEOQO lan Paterson also found it easier to get
early purchases from the U.S. compared fo

in Canada. Paterson described the difficulty

of selling domestically, stating how, “on the
commercial side, there's a hesitancy from
large corporations. It's impossible to land a
Canadian bank as a first customer. Even today
after selling to different financial institutions, it's
still difficult to land a Canadian bank.”* This
reluctance on the part of Canadian buyers to
be early customers leaves startups, desperate
to secure initial sales, to focus their affention
outside of Canada.

Cybersecurity founders also found Canadian
investors to be much less willing to accept
risk than foreign investors, which results in
smaller investments and slower processes.
CybernetlQ's Founder Joe Cummins felt a
disconnect between Canadian investors

and the reality of early startup development:
“Canadian shareholders want to put in lower
amounts expecting a higher upside. The inverse
is frue in the U.S. where they have massive
cheques for investments. This would never
happen in Canada because of disconnect
with investors.”” This disconnect between the
decision-making of Canadian investors and
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the needs of early startups is also evident in the
relatively slower decision-making processes
of Canadian financers. Interviewees felf that
Canadian investors took longer to make their
investment decisions. This longer lead fime is
a mismatch to the realities of early startups.
Hassan Jafferi, Founder of Bitnobi and Co-
Director of UTEST, shared: “There are very
different circumstances for writing cheques

in Canada compared to other places like

the U.S., Asia, and Europe. We still don't have
lead investors who want to make investments
quickly — people want fo take more time fo
evaluate a deal — but most startups only have
a few months of runway.”

Others mentioned differences between
Canadian and U.S. investors, including varying
meftrics to validate an investment, an overall
larger risk appetite from American investors
due in part to a larger market, and greater
clusters of VCs to support startup growth. Kim
Tremblay, co-founder of Arctic Wolf, likewise
mentioned the relatively conservative nature
of Canadian VCs, where they look for products
that are already further along, have some
sales success, and are well on the way to
profitability.®” Although one founder agreed
that Canadian investors fake longer fo make
investment decisions, they shared that, once
investors agree fo provide funding, Canadian
financers are committed fo their startups in
the long ferm — whereas U.S. investors may
provide larger cheques, but tend to pull out if
things do not work as planned.”
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A scarcity in cybersecurity talent continues to impact organizations across the globe, with
demand far exceeding the cybersecurity workforce available. Approximately 2.7 million

cybersecurity professionals are needed to fill the global market demand,*” with around
25,000 cybersecurity positions left unfilled in Canada.®”

Surprisingly, Canadian cybersecurity startup founders commonly reported that the talent
shortage did not have much of an impact on their work. As one founder put it, “talent is a
solvable problem. We can just go elsewhere."** Cybersecurity entrepreneurs felt that there are

much larger issues hindering their commercialization prospects, and that labour scarcity was
not a significant area o prioritize when it came fo addressing the commercialization gap.

Lack of cybersecurity
expertise and connections
among investors

Cybersecurity entrepreneurs felt that Canada’s
VC landscape lacked cybersecurity expertise.
Though interviewees felt programs offered

by incubators and accelerators were helpful

in advancing their companies, few offered
cyber-specific expertise to assist ventures in
accessing funding.

This lack of subject matter understanding
impacts the ability of investors to evaluate
startups, in turn leaving them feeling
unconfident about investment decisions
regarding cybersecurity companies. One
participant shared how Canada’s investors
were mostly generalists, while the U.S. market
has more investors with deeper cyber expertise
and thus the ability to conduct better risk
assessments. A lack of in-depth cybersecurity
market expertise makes it difficult for investors
to develop frust in cybersecurity startups
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seeking funding. This lack of understanding
and trust makes it difficult for investors to
agree to support cyber entrepreneurs. As one
roundtable participant put it, “you can't root for
tech that you don't understand.”

Scarce cybersecurity knowledge also impacts
the funding decisions made by government
bodies. In their discussion on Canada’s tech
scale-ups, the Council of Canadian Innovators
(CCI) highlighted how the CRA can be
misguided on how innovative technologies are
developed. This knowledge gap puts early fech
businesses at a disadvantage since some of
their R&D activities may be deemed ineligible
for tax credits by auditors, even though these
activities may be vital for the advancement of
their innovations.®

Founders are also looking to the U.S. to
access investors with both expertise and more
connections to networks of cybersecurity
industry experts. A 2022 report by Canada’s
Information and Communications Technology
Council (ICTC) found that, “while seeking
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international investment might result in a
company leaving Canada, it also gives that
company access to more experienced partners
and bigger markets.”® One cybersecurity
startup founder shared that, “even among
those who provide cyber funds, startups
would rather get foreign funds who have the
cyber connections and expertise.”’ Zighra
Co-Founder Deepak Dutt echoed similar
senfiments: “Founders need those investor
supports. It's not just money — it's a need for
investors who understand the cybersecurity
enterprise space. It's about having these
support systems that help you move from Seed
to Series A, B, C and closing the gap.”** With

a more mature cybersecurity market, the U.S.
has developed a larger body of cybersecurity
industry experts who can provide valuable
guidance and networks for entrepreneurs. As
a result, cybersecurity startfups have turned to
the U.S., where they can find more specialized
invesftors who can provide both funding and
access fo valuable networks.

"Founders want not just money,
but also the ability for investors
to intfroduce you to people. This
avenue is very ripe in the U.S. but
not in Canada.”

— Joe Cummins, CybernetlQ
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Struggles to secure early
adopters

Pivotal to the survival of early startups is
securing their first clients; however, Canadian
startups are finding a lack of support in finding
initial customers. Beauceron Security Co-
Founder and CEO David Shipley shared that,
although Canada is effective at supporting
innovations from conception to product
development, “there's a gap in gefting it into the
hands of early customers who will say yes."”
Closing this gap is necessary for developing

a sustainable startup ecosystem, as securing
early adopters can accelerate growth by giving
starfups access to the much needed capital,
feedback and referrals that come with early
deals.

Among all of the cybersecurity startups that
we spoke with, a vast majority found their first
set of customers organically through existing
connections or personal referrals, including
past managers, partners and clients from
previous work experiences. Mathieu Lavoie,
Co-Founder of Flare Systems, shared that their
company’s first sales and hires “started with
contacts who trusted us from before."”” Styx
Intelligence Founder Karim Ladha also found
that the pre-established frust between himself
and his existing connections allowed him to
secure initial sales: "My early adopters knew
me, the work that | have done, and had trust in
me.""

This finding is concerning since not all
potential entrepreneurs have the advantage
of an established pre-existing network. It is
unsustainable for startups o rely solely on
their personal connections in order to scale
and successfully commercialize. Although
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incubators, accelerators and international
trade offices can help bridge this gap, several
founders shared the view that Canadian

ones were not helpful in securing their initial
cusfomers. Although these organizations
allowed founders to meet and present to
potfential customers, entrepreneurs found

that litfle came out of these endeavours. The
inability to establish deals with these potential
clients may be a symptom of Canada’s
aforementioned risk-averse culture, whereby
buyers are unwilling fo be the first purchasers of
early products.

Procurement hurdles

One potential way to address the issue of
hesitant early-adopters is for governments to
act as the first-buyers of early startup products.
A recent study by the UK's Department for
Digital, Culture, Media and Sport found that
cybersecurity companies in the country
reported public procurement as playing

a key role in their growth and scaling.”
Government confracts can also help startups
build more credibility in the market in order to
affract future customers.”” Beyond its ability

to help propel the commercialization of
cybersecurity innovations, public procurement
of cybersecurity products also has national
security implications. One startup founder
shared: "We need to take a deliberate
approach for cybersecurity procurement. If we
don't maintain our own national capacity in
cyber, we're at the mercy of other countries.”’”

Despite the potential for government agencies
and offices fo act as initial customers for
cybersecurity startups, Canada’s public
procurement processes often remain too
time-consuming and arduous for smaller
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companies. Funded by taxpayers, governments
understandably have fo practice due diligence
in their vendor selection in order to reduce risk.
Although founders recognized this, they also felt
that public procurement processes have higher
barriers than what is necessary. Individuals
found that government RFPs for cybersecurity
services typically included multiple required
certifications that are both expensive to achieve
and seemed unnecessary for the contract. In
addition, dealing with the paperwork and slow
pace of public procurement processes has
dissuaded cybersecurity startups from public
procurement.

Several inferviewees urged Canada'’s public
procurement processes to betfer favour
cybersecurity products developed by Canadian
companies. One founder shared that they had
an easier time getting procured by the U.S.
government, while the Canadian government
declined to support their product.” Despite
public procurement’s potential as a driver

for startup development, Canada is currently
leaving this opportunity unharnessed.

The IP dilemma

IP protection has often been fouted as key

to a startup’s growth and commercialization,
as well as the strengthening of the Canadian
innovation ecosystem.”® Recognized by both
the government and existing literature, patents
are tools fo protect inventions, incentivize
innovation and growth through the protection
of ideas, and enable entrepreneurs to receive
the full economic benefits of their product.””
Patents have also been noted as an indicator
of value to venture capitalists, making it
easier for entrepreneurs to obtain funding.”
Ontario’s Expert Panel on Intellectual Property
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noted that, without appropriate supports for
startfups to protfect their IP, and for knowledge
from academic institutions to be translated
info workable knowledge, “the knowledge
created on Ontario campuses is often left on
academic shelves or licensed and/or sold at a
development stage that significantly limits the
returns to Ontfario’'s economy.”””

Some inferviewees pointed out that
governments have begun fo notfice the need
for IP supports, and the range of recently
infroduced programs and initiatives are
reflective of this effort. Federal government
efforts include the ElevatelP program,
announced in Budget 2021, holding workshops,
programs and learning opportunities for
startups to develop IP strategies, as well as
providing Canadian IP resources for small
businesses.” Provincial government efforts,
such as IP Ontario, are similar to the federal
government’s efforts helping businesses in
the province access IP support.”t Ontario’s
Commercialization Mandate Policy
Framework has been introduced to assist
the commercialization of knowledge from
academic instfitutions, while the Intellectual
Property Governance Framework and New
Intellectual Property Metrics for Innovation
Partners seeks to oversee provincially-funded
innovation partners’ IP practices.™

Despite efforts by the government and
startup ecosystem to support IP protection,

a common sentiment shared throughout
mulfiple inferviews, and found in some of
the literature, was the lack of incentive fo
protect IP. Barriers mentioned included the
amount of fime needed fo be devoted fo file,
high costs to access and enforce patents for
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smaller firms, the diminishing performance
benefit of a patent, lack of familiarity with the
patent process, and disbelief in the usefulness
of having IP protection.” In sharing their
experiences, some inferviewees mentioned that
their personal incentive to apply was more for
the optics of investors and potential purchasers,
rather than the actual intentfion to protect their
product. Others explained that IP theft would
happen regardless of whether a product was
patented, pointing fo the power larger firms and
nation state actors have if they wanted to steal
IP from their companies. Faud Khan, Founder
and Chief Security Analyst of TwelveDot, also
shared the difficulty and inherent risk in being

a startup, balancing the interest of wanting

to share the invention with potential investors

or companies, not demanding to sign a non-
disclosure agreement, and still wanting to
profect the idea from being sfolen by bigger
companies.” Throughout all the inferviews,
founders had varied opinions on the usefulness
of IP protection, as well as further suggestions
for how governments can better support
startups with IP protection.

“There's a lot of onus on startups
to invest in these ideas, yet there
is no plan on how fo protfect IP,
expand on it, and scale up in
commercialization.”

— Roundtable participant
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Diversity and inclusion

Another commonly cited barrier to startup
commercialization is the lack of diversity

in the cybersecurity sector. One participant
shared that under-represented groups such
as women and non-binary individuals,
racialized groups, and Indigenous
communities struggle to attract funding
and clients for their entrepreneurial efforts.
Another expert shared their personal
difficulties in finding funding and clients as
a visible minority. Although networks can
be significantly helpful for entrepreneurs

to access potential clients, investors and
helpful information, under-represented
groups such as Black women, immigrants
and Indigenous entrepreneurs report a
lack of networks as one of their barriers to
success.”
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Another issue is the predominance of
white male individuals in the venture
capital space.” In 2019, 18% of partners
at Canadian VC firms identified as

visible minorities and only 11% of VC firm
partners identified as women.”” Funding
opportunities may be impacted as a result
of racial bias among undiverse investment
teams. One sftudy found that Black business
owners were significantly less likely to
receive full financing compared fo those
who were white, despite having strong
personal credit.””




Taking Action




Recognizing the obstacles that Canadian
starfups confinue fo face in their journey fo
commercialization, the following section
highlights the need for multisectoral
collaboration and an organized, targeted
approach to improving Canada'’s cyber
innovation ecosystem. In order to develop
the Canadian cyber innovation ecosystem
to support the growth of more home-grown
startups, we recommend several key areas for
the innovation ecosysftem fo focus on:

Connecting startups to early adopters;
Lowering IP protection costs;

Closing the risk-aversion gap; and
Encouraging diversity.

Hw e

Connecting startups to early
adopters

Stakeholders involved: governments,
incubators and accelerators, industry

& J

Early adopters of startup products are vital to
their growth and success, but more work needs
to be done to successfully connect Canadian
cybersecurity entrepreneurs with potential
buyers.

Government innovation programs can bring a
larger focus on securing government contracts
with startup companies. Since cybersecurity
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plays a major role in national security, Canada
can adopt an approach to cybersecurity
innovations similar to what the U.S. has done
through innovation programs such as In-Q-Tel,
which works to realize mutual benefits for both
startups and the federal government. Through
providing funding, expertise, feedback and
access to government partners, In-Q-Tel helps
startups commercialize their products and
secure early adopters, while also developing
emerging fechnologies that can be leveraged
by the government for national security
purposes.”” This could include a dedicated
focus in areas where Canada has unique
strengths, such as quantum technologies.

Although Canada'’s existing Innovation for
Defence Excellence and Security program
(IDeAS) currently includes opportunities for
program partficipants to present their products
to DND, CAF and other government agencies,
our inferviewees shared that the current
process is often too slow for early startups
that cannot afford delayed cash flow. One
founder felt that the IDeAS program did not
offer enough funding considering the amount
of effort the program requires from innovators,
in addition to the lack of guaranteed customers
from the endeavour.

Similar fo the IDeAS program is Innovative
Solutions Canada (ISC), an initiative run

by Innovation, Science and Economic
Development Canada (ISED). With less of a
focus on defence technologies, ISC provides
funding for innovators to build their prototypes
and test their products.”” Government
departments can participate in the program
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in two ways: they can put out challenges for
which innovators can develop solutions; and
they can test innovations that have yet to be
infroduced to the market. Although a promising
model, ISC is sfill lacking in size and capacity.
In 2020, only three businesses completed two
out of three phases of the ISC's Challenge
Stream, whereby innovators develop a solufion
for a government agency.” While ISC awarded
close to 190 grants and contracts totalling
approximately $77 million CAD in 2020, the
U.S.'s Small Business Innovation Research
Program (SBIR) provided 7,306 awards valued
around $3.9 billion USD in the same year.”

While the Canadian programs serve a

much smaller Canadian domestic market,

the confrast demonstrates the opportunity

for proportionately increasing the funding

and investment size of Canada’s innovation
programs. In all, enhancing the IDeAS and

ISC programs to strengthen the pathway

for cybersecurity startups to secure
government contracts could help improve the
commercialization prospects of these startups.

Government procurement has the potential to
be a driver for startup commercialization, but
has been long known as an arduous process
that can put startups at a disadvantage during
competitions. A public procurement model for
certain cybersecurity services could be piloted
that provides greater advantages for Canadian
companies for the purposes of enhancing
national security. Policies that require major
cybersecurity confract winners to undertake

a portion of business activity with small- and
medium-sized businesses in Canada could
also support Canadian commercialization,
similar to the ISED’s Industrial and
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Technological Benefits policy applied to major
defence confracts. Modifying procurement
processes infroduces practical and
regulatory challenges, particularly mitigating
potfential risks of retaliatory tfrade sanctions
for preferential tfreatment”™ — though all of
Canada'’s frade agreements have exceptions
for procurements related to nafional security
that could potentially be leveraged.” Using

a pilot approach may help address the risk-
averse nature of government procurement by
allowing new approaches to be tested before
any full-scale adoption.” This is important,
since support and buy-in from government
procurement employees help contribute to
successful program changes.”

To relieve procurement barriers in the short
term, governments can also provide better
services to support enfrepreneurs through

the procurement process. This can look like
implementing case workers or a reliable point
of contact to provide startups with information
on the status of their procurement, as well

as answering questions that entrepreneurs
may have. This could be modelled on new
concierge approaches being used for scale-
ups federally and in B.C.””

Ecosystem players should convene to
examine the feasibility and potential structure
of a product validation model. Since trust
and credibility are vital for the adoption of
cybersecurity products, a mechanism for
validating and vetting cybersecurity startup
products can help signal these important
features, similar fo the model deployed
nationally for cybersecurity certification of
small and medium enterprises.
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The UK government is currently developing a
process for publicly validating the cybersecurity
of domestically-created commercial
technologies. The National Cyber Security
Centre (NCSC) Technology Assurance
strategy seeks to cultivate confidence in UK
tech innovations.”™ Through testing products
and evaluating its cybersecurity measures,

the NCSC Technology Assurance program is
meant fo convey to domestic and infernational
buyers that the assured tfechnologies are
reliable, reputable and secure.”” However,
many considerations will need to be addressed
when developing an assurance model for
cybersecurity innovations. The UK's previous
scheme for assessing security products began
in 2014, but was terminated in 2019 because

it failed to support a broad enough range of
customers.’”Y Learning from this experience,
the NCSC Technology Assurance scheme

will aim to cater to a broad range of use
cases, fechnologies and contexts.'”* The new
assurance model will also take a principles-
based approach rather than a prescriptive
one, so that the program doesn't leave out
innovations that don't fit a rigid model. A
product validation model designed with
flexibility in mind is befitting for cybersecurity
innovations, given that cybersecurity
technologies can vastly differ from one another
in terms of systems, use cases, intended users,
and more.

In all, a reputable product validation model can
confirm to investors and buyers that startup
products are meeting industry and regulatory
standards. Such a confirmation can help
improve the chances of startups receiving
investment and securing early adopters.

It could also help facilitate incubators,
accelerators and trade offices in connecting
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potfential enterprise customers with startups
with greater confidence, while addressing the
barriers faced by diverse entrepreneurs, who
are often without existing customer networks.
The UK's Department for Digital, Culture, Media
and Sport (DCMS) reflected this sentiment,
listing one of the key factors driving investfors'’
investment decisions in 2021 as “validation

of their product/service from sophisticated
buyers’ as this addressed the challenge of
“validating the uniqueness and defensibility of
cyber technologies.”*"” An interviewee in the
DCMS report stated the potential ability to drop
revenue limits and requirements in the case
where a product is validated and vouched for
in the cyber industry, which would ultimately
drop barriers to finding investment.'*”

Lowering IP protection costs

( N\

Stakeholders involved: governments,
incubators and accelerators

| J

Dedicated funding streams to promote IP
protection should be infroduced in order to
better incentivize cybersecurity entrepreneurs
to protect their IP. As recommended by
Ontario’s Expert Panel on Intellectual Property,
providing more resources for IP protection and
commercialization can bring generous refurns
to Canada.'” As early startups have limited
cash flow, such funding can better encourage
entrepreneurs and researchers to protect their
IP without implicating their finances.

Canada'’s existing Scientific Research
and Experimental Development (SR&ED)
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tax incentives can be reformed fo help
compensate IP ownership costs. The Canadian
Council of Innovators has suggested that
activities related to IP protection should be
eligible expenses as a way fo encourage
Canadian startups to pursue IP ownership.**
Such measures can help lower the net cost
of patent filing, improve incentivization of IP
ownership efforts, and help companies and
Canada realize the long-term benefits related
to the protfection of infangible assets.

At the same fime, new measures should be
considered to ensure that IP developed using
public R&D funds are retained in Canada.
Countries like the U.S.,, UK and Israel have
various mandates in place fo ensure that
ownership of IP derived from public funds
remains in the country, or else financial
penalties are implemented against the
company that exports their IP.*"° Measures such
as these would ensure that Canada benefits
from the economic returns from Canadian
innovations.

Closing the risk-aversion
gap

LESWAS

Stakeholders involved: government,
industry, investors, non-profit
intermediaries, accelerators and
incubators, academia

Canada'’s risk averse culfure needs to be
bridged in order to ensure that cybersecurity
starfups can secure invesfors and buyers
without having to resort to opportunities outside
of Canada.
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The Canadian government can play a role

in this area by stepping in to provide support
for innovative cybersecurity startups when
investors decline ventures. This approach

has been emphasized in the U.S., with
In-Q-Tel CEO and President Christopher
Darby emphasizing to Congress how “the
government has an obligation o invest”

when VCs fail fo invest in fechnologies that

do noft fit their proven models.'”” The U.S.
Government's Small Business Innovation
Research Program (SBIR) is one demonstration
of these efforts. Their funding for early-stage
companies with commercialization prospects
are designed to be comparable to private
sector investments and are meant to be an
indication of “acceptance of greater risk in
support of agency missions.”*" Public risk
capital is necessary since the ROl horizons
may be longer for cybersecurity innovations.
The Canadian government can take a similar
approach to the U.S. by stepping up to accept
greater risk in support of cybersecurity startups,
and the benefits that their innovations bring fo
the economy and national defense.

Education and knowledge-building
opportunities could help develop a better
understanding of cybersecurity innovations
— in furn improving their ability to evaluate
cybersecurity startups when making funding
decisions. Startups, industry, academic
institutions, non-profit intermediaries, and
accelerators and incubators all play a role in
helping fo close the cybersecurity knowledge
gap. Stakeholders can convene, and share
expertise and guidance through resources,
roundtables, conferences, presentations and
other methods of knowledge sharing.
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Informative resources for investors fo
identify worthy cyber startups in which to
invest, as well as resourcing for auditors
fo understand how fech is developed,
can waive the risk of tfechnology being
eliminated from funding and further
development. The Canadian Council

of Innovators has proposed specific
audifor education on assessing the
needs, operations and process flows of
modern technology companies, in order
to appropriately support companies and
evaluate technologies.*”” This may be an
opportunity for government bodies and
non-profit intermediaries to contribute
educational efforts for auditors. Closing
the knowledge gap between investors
and auditors, and the technology they are
evaluating, will allow for a fairer playing
field for all starfups to access the support
they need.

Data sharing

In order to facilitate coordination and
inform better decision-making, knowledge
gaps between ecosystem players need

to be reduced. A robust data strategy

that encourages data collection and
information sharing among ecosystem
members can help stakeholders identify
gaps and improve their business case for
startup support.

Roundtable participants highlighted a
need for more statistics related fo the
demand side of the cybersecurity market.
Several participants felt that the Canadian
Centre for Cyber Security and Statistics
Canada both hold valuable data related
to Canada's cybersecurity landscape that
could be more proactively shared.

Cybersecurity scale-ups and other
companies that have experienced
successful commercialization can also
contribute back to the startup system by
sharing their knowledge and experiences
to early startups.




Encouraging diversity

s
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Stakeholders involved: government,
investors, academia

.

Strengthening the cybersecurity startup
ecosystem and national security capabilities
can be realized through the diversification of
involvement and perspectives from ecosystem
players themselves. Diverse representation
from under-represented groups such as
women and non-binary individuals, racialized
groups and Indigenous communities is vital fo
confinue to encourage entrepreneurial efforts
and commercialization. Although encouraging
diversity must be reinforced by all ecosystem
stakeholders, two key players with pivotal
impact are academia and investors.

The culfivation and sourcing of diverse talent
for the cybersecurity ecosystem in Canada is
heavily reliant on academic institutions around
the country. Although initiatives such as the
Cyber. Right. Now. campaign recognize the
issue of building Canada'’s diverse workforce,
top talent has often been poached, or has

left to work abroad, with nearly two-thirds of
Canadian-educated software engineering
students leaving to work outside of Canada.**"
In addition to addressing the exit of diverse
domestic talent, another consideration has
been fto identify the diversity of background
and skills needed in the industry, which may
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not fit neatly info the fraditional, monolithic IT
backgrounds.'** Gathering data fo reframe
existing skill sets and combining diverse
groups of people could assist in filling in
existing workforce gaps as well.'** One inifiafive
seeking to add diversity among cybersecurity
talent is the Rogers Catalyst's Accelerated
Cybersecurity Training Program. This program
provides heavily subsidized cybersecurity
training for new Canadians, individuals who
identify as women or non-binary, people who
are underemployed, and those seeking new
careers.'t?

The importance of diverse perspectives

has also been recognized in the investment
sector. VC firms and investment communities
have been proven to benefit from diverse
perspectives due to the resulting greater
creativity generated, and improved financial
performance.''* Similar to diverse talent
representation generated in academia,
participants mentioned the need for more
investors to be involved in the ecosystem,
especially with varying levels of expertise in
cybersecurity-related matters. More investors
with diverse subject matter-related knowledge
and understanding would open up the
ecosystem fo further investment opportunities
for startups.
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As the infernet and digital economy have matured, it has become clear

that cybersecurity and digital privacy represent some of the most pressing
challenges facing our modern world. In Canada, a cybersecurity innovation
ecosystem has emerged to support startups and high-growth firms that assist
people, businesses and institutions to secure their devices, systems and data
against online threats. Coordinating these groups to foster a more sustainable
cybersecurity startup ecosystem can help propel Canada as a global leader,
bringing geopolitical, economic and national security benefits. With greater
guidance and investment opportunities from government and collaboration
across all sectors, Canada has the potential fo advance its technological
competitiveness within the global economy.
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It is important to note that the varied perspectives of our interview and round-table participants greatly
informed this report; however, the statements and recommendations are solely those of the authors. Any
errors or omissions in fact or interpretation remain the sole responsibility of the authors.
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