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Executive Summary 
Background

As the global Covid-19 pandemic swept 
across the world, digital technologies played 
a critical role in connecting employers with 
employees beyond the physical workplace 
and into employees’ homes. Not only have 
such advancements in technology allowed 
employees to work remotely, but they have 
also enabled employers to track, monitor and 
analyze workers in new and innovative ways. 
Emerging technologies provide employers 
with new forms of data about workers and, 
as a consequence, new opportunities for 
worker surveillance, management and even 
performance evaluation. 

Such developments have accelerated 
pre-existing trends such as the increasing 
quantification of activities or personal qualities 
of workers, expanding in breadth and depth.1 
Workplace surveillance, enabled by digital 
technologies, has been further intensified 
through the global health crisis, both at home 
and on-site. Indeed, crises are often used to 
justify the expansion of surveillance.2 These 
latest developments in workplace surveillance 
are fraught with potential privacy and security 
concerns and raise questions regarding data 
protection, rights, power and inequities. With 
estimates that up to one quarter of work hours 
could be performed remotely even after the 
pandemic ends, the tension between the rights 
of workers and concerns of employers in 
ensuring a safe and productive workforce are 
only set to grow.

Objectives
This project extends knowledge on the 
growing electronic surveillance of workers, 
mediated through rapid developments in 
digital technology and further accelerated by 
the pandemic. This project aims to provide a 
better understanding of the current state of 
knowledge regarding workplace surveillance, 
including remote work surveillance, in Canada. 
The specific objectives of this research are to:

• Examine the current state of knowledge 
on electronic workplace surveillance in 
Canada, building on earlier workplace 
surveillance literature; 

• Investigate the impacts and implications 
of workplace surveillance technologies, 
remotely and on-site;

• Identify knowledge gaps and implications 
for policies and practices that could support 
workers and employers in responding to the 
challenges of workplace surveillance; and

• Share and mobilize findings with cross-
sectoral stakeholders and the public. 
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Results
Surveillance is generally observed in the 
literature as expanding, driven in large part 
by the growth and commercialization of 
information and communication technologies, 
and more recently, due in large part to 
innovations in artificial intelligence (AI) and 
data analytics. This project reinforces this 
general theme as the Covid-19 pandemic and 
accompanying work-from-home measures 
are viewed as fueling demand for workplace 
surveillance technologies.

Employer motivations for surveillance broadly 
include reducing risk and liability, protecting 
confidential information and assets, and 
encouraging productivity. The use of employee 
surveillance technologies amidst the pandemic 
has largely focused on three main functions: a) 
electronically tracking of employee behaviours; 
b) electronically measuring employee 
performance, often through AI-enabled 
technologies; and c) monitoring health data, 
ostensibly to help employers comply with 
pandemic-related regulations such as physical 
distancing and contact tracing. 

Greater levels of perceived surveillance are 
correlated with higher negative attitudes 
toward this surveillance among employees. 
Monitoring tools perceived as excessive are 
also associated with higher employee turnover, 
absenteeism, weakened morale, reduced trust 
in management, and poorer relations between 
employees and employers.

There are relatively few Canadian studies of 
workplace surveillance overall and even fewer 
that examine the impact of the pandemic. 
Nevertheless, the gap in knowledge carries 
important implications for policy, practice and 
research. This project makes contributions by 
building on and extending pre-existing literature 
on workplace surveillance, especially as it 
relates to the post-Covid context. In particular, 
it explores new and emerging workplace 
surveillance technologies such as automated 
technologies that monitor and analyze 
keystrokes, eye movements, facial muscles, 
tone of voice and geolocation. It identifies 
the resulting socio-technical, legal and policy 
challenges and implications. And finally, it 
offers some promising policies and practices 
aimed at balancing the rights of workers and 
concerns of employers.
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Key Messages

1. Workplace surveillance is not new, but has 
accelerated and expanded through new 
data-gathering practices enabled by digital 
technologies, due in part to the Covid-19 
pandemic. 

2. New and emerging workplace surveillance 
technologies, particularly those using 
automated decision-making, are 
challenging what is considered appropriate, 
as protected by Canada’s current privacy 
legislation.  

3. Employers need guidance to develop clear 
and transparent policies on the deployment 
and use of new and emerging digital 
technologies for employee surveillance, 
both in-person and remotely. These policies 
should be supported by best practices that 
enable the protection of employee rights, 
data security, equitable treatment and trust.  

4. Greater enforcement measures may 
improve employer compliance with legal 
protections for employees, including the 
need to obtain meaningful and informed 
consent, and have reasonable limits on 
surveillance. 

5. There are significant research gaps on 
the electronic surveillance of workers in 
Canada. In particular, there is a lack of 
literature concerning:

• The impacts of surveillance on 
vulnerable and marginalized 
communities in Canada; and

• The cybersecurity risks posed by 
digital surveillance and data collection, 
including risks posed to individual 
workers’ personal and sensitive 
information.

Methods
This knowledge synthesis project was carried 
out in phases using a scoping review. This 
included a review of academic and grey 
literature, news media reports and a separate 
examination of legal statutes. It was guided by 
four research questions: 

1. What is the state of knowledge on the 
use of current digital technologies for the 
surveillance of workers?; 

2. What digital technologies are used to 
surveil workers, and in which organizations 
and sectors are they being used?; 

3. How do Canada’s laws regulate the use of 
such technologies for worker surveillance?; 
and 

4.  What are the impacts and implications 
of these technologies, particularly for 
marginalized and underrepresented 
groups? 

Search and screening processes yielded 191 
sources. Together, these data formed the basis 
of the analysis. 
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Background
The monitoring of workers is not a new 
phenomenon.3  Surveillance has been at the 
heart of capitalist work and organization.4  
Employers have consistently used methods 
to assess employee performance, ensure 
workers’ compliance with employer policies, 
and limit distractions and inefficiencies. In the 
past, workplace surveillance involved visually 
monitoring employees during work hours, 
and recording work time through stamps 
and clocking techniques.5 Surveys from the 
American Management Association examining 
workplace surveillance showed that monitoring 
tools from 1997 to 2007 largely consisted of 
recordings of telephone calls or voicemail, and 
the monitoring of email messages, computer 
files and internet browsing.6 Less than 21% 
of the businesses surveyed at the time said 
they video recorded employees to assess job 
performance.7 The more recent proliferation of 
electronic performance monitoring, conducted 
through tracking applications downloaded 
onto mobile and work devices that can be 
enabled remotely, has created an environment 
of surveillance that is more timeless, continuous 
and intrusive.8  

This use of digital technologies to monitor 
workers has been further intensified as a result 
of the Covid-19 pandemic. Various levels of 
government in Canada enacted emergency 
measures that restricted gatherings and closed 
non-essential workplaces — accelerating 
a transition into remote work that spanned 
both the public and private sectors.9, 10 The 
percentage of employees in Canada who 
worked any scheduled hours from home 
was relatively stable between 10% and 13% 
between 2008 and 2018, with only 4% of 

employees performing most of their work hours 
from home in 2016.11, 12 However, by the last 
week of March 2020, when most emergency 
measures had been enacted, this proportion 
reached 39%  — equivalent to the four in ten 
Canadian jobs that can plausibly be done at 
home.13 By June 2021, 30% of employees still 
worked most of their hours from home.14

The swift transition to remote and virtual 
work will carry lasting effects on the nature 
of employment in Canada. Survey data from 
Statistics Canada show that remote work is 
likely to continue, with one-quarter of Canadian 
businesses expecting 10% or more of their 
employees to continue working remotely 
post-pandemic.15 Several large employers, 
including Canadian-based Shopify, have since 
announced that most of their employees will 
indefinitely work from home post-pandemic.16 
This transition is supported by an overwhelming 
majority of Canadians; approximately 80% of 
Canadians say they prefer to spend at least 
half their hours working from home after the 
pandemic is over.17 Statistics Canada estimates 
that up to one-quarter of hours worked could 
be remote after the pandemic ends, up from 
only 5% pre-pandemic.18 

Through technological advancements, 
employers and management have increasingly 
relied on data collection as the basis for 
surveillance, performance evaluation and 
management in a context where employees 
were no longer subject to the direct monitoring 
by the employer.19, 20, 21 Digital technologies 
have allowed new forms of data to be collected 
about workers, resulting in the quantification of 
employees’ activities or personal qualities, and 
expanding the granularity, scale and tempo of 
data collection.22  
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Moreover, employees’ ability to work from 
home by connecting to personal devices and 
networks has raised significant cybersecurity 
concerns. A recent survey of international 
technology professionals found that pandemic-
induced changes in business operations 
pushed organizations’ infrastructure onto cloud 
servers; yet only 20% of respondents said 
their security infrastructure was ready for this 
challenge, and 82% said they were concerned 
about the security risks that come from 
managing this remote workforce.23 Balancing 
the need to meet employer interests while still 
protecting employees’ privacy, security and 
safety is one of the most pressing challenges of 
our post-pandemic workforce. 

In light of the global health pandemic, a better 
understanding of the state of knowledge 
surrounding workplace surveillance is needed, 
particularly as it relates to remote work. 
Employee monitoring and evaluation can serve 
legitimate interests for both employers and 
employees, and is a part of good management 
practice.24 However, when workplace 
surveillance goes beyond what is reasonable 
and appropriate, it can negatively affect levels 
of trust, employee autonomy, privacy and 
security.25, 26

This study examines sources that discuss 
digital technologies used by employers to 
monitor and track workers, collectively referred 
to as “surveillance”. This conceptualization 
of surveillance derives from surveillance 
studies, and refers to a “focused, systematic 
and routine attention to personal details 
for purposes of influence, management, 
protection or direction.”27, 28 The terms “worker” 
and “employee” are used interchangeably 
throughout, and seek to include a wide range 
of work arrangements in both the public and 
private sectors.
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Objectives 
The objectives of this study are to provide 
a current state of knowledge on electronic 
workplace surveillance in Canada, identify 
the strengths and gaps in the literature, and 
recommend best practices and policies 
that could support workers and employers 
in responding to the new challenges of 
workplace and remote work surveillance. The 
research findings of this project will be shared 
with relevant stakeholders including through 
publications, earned and social media and 
other knowledge mobilization forums.  

While there is considerable past research 
on workplace surveillance, significant gaps 
in a post-Covid context in Canada remain. 
This project aims to make contributions by 
identifying and critically assessing the current 
state of knowledge on electronic workplace 
surveillance in Canada, shedding light on 
recent developments such as remote work 
surveillance since the pandemic and building 
on earlier works on workplace surveillance.
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Methods  
This knowledge synthesis followed Arksey and 
O’Malley’s five-stage framework for scoping 
reviews: 1) identifying the research questions; 
2) identifying the relevant studies; 3) study 
selection; 4) charting the data; and 5) collating, 
summarizing and reporting the results.29 

The synthesis was guided by four research 
questions:

1. What is the state of knowledge on the 
use of current digital technologies for the 
surveillance of workers? 

2. What digital technologies are used to 
surveil workers, and in which organizations 
and sectors are they being used? 

3. How do Canada’s laws regulate the use of 
such technologies for worker surveillance? 

4. What are the impacts and implications 
of these technologies, particularly for 
marginalized and underrepresented 
groups? 

The PRISMA-ScR (Preferred Reporting Items 
for Systematic reviews and Meta-Analyses 
extension for Scoping Reviews) checklist was 
used in reporting findings (see Appendix 3 for 
visualization of PRISMA-ScR process).

The scoping review began by searching 
11 platforms and research databases, 
using relevant search terms related to 
workplace surveillance. The search strategy 
included social science, policy, computer 
and engineering databases to source both 
academic and grey literature. The search 
focused on identifying literature sources that 
specifically discussed the use, effects or 

implications of digital surveillance technologies 
to monitor employees or workers in various 
industries or organizations, including both the 
private and public sectors. Literature published 
between 2011 and 2021 was included in 
order to focus on recent shifts in workplace 
surveillance trends and themes that followed 
the Covid-19 pandemic, as well as the 
expansion of remote work. The list of databases 
and platforms searched, and the search terms 
used are identified in Appendix 1. 

Scoping reviews describe existing literature 
and other sources of information from a range 
of study designs and methods, potentially 
resulting in a broad scope of collected 
information. As such, this research primarily 
focused on the following forms of knowledge: 
1) peer-reviewed publications by experts in 
surveillance, digital technologies and privacy, 
accessed through electronic databases; 2) 
grey literature, including scholarly information 
not formally published, or peer-reviewed, on 
the deployment and use of digital surveillance 
technologies in workplaces including 
government documents, briefs, memoranda, 
white papers and technical reports; and 3) 
media reports, newspapers and magazines. In 
addition, a list of ‘known’ or familiar literature 
was compiled; however, these were not 
subjected to a full scoping review, and instead 
were used to increase understandings of the 
research context, speak to any gaps in findings, 
and help set a benchmark to determine if 
search strings were effectively identifying target 
literature.

Sources were deemed relevant and considered 
to be within the scope of the study if they 
discussed the ways in which the worker or 
employee was being monitored, tracked 
or surveilled electronically by an employer. 
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This excluded e-recruitment, or the use of 
surveillance technologies by management 
to screen and profile potential candidates to 
assess or determine their suitability before 
being offered employment. Sources were also 
required to discuss the monitoring of workers 
specifically as it is facilitated through the use 
of digital, rather than manual, approaches. 
Sources were excluded when employee 
monitoring was not the author’s primary 
focus (such as, overly technical articles that 
only explain ‘how’ surveillance technologies 
generally worked without discussing 
workplace, social, legal or policy implications).

Jurisdictions in scope were established as 
Canada, the United States, New Zealand, 
Australia, the United Kingdom and the 
European Union; and only literature discussing 
these jurisdictions were included. These 
jurisdictions were selected due to their 
similarities with Canada, particularly with 
respect to surveillance trends and practices, 
as well as policies (for example, all countries 
included belong to the global surveillance and 
intelligence gathering alliance known as the 
Five Eyes). The scoping review also excluded 
sources that were not written in English or 
were not available in full text. It is important to 
note that Arksey and O’Malley point out that 
date ranges and limits on databases be used 
for practical reasons, and that there is always 
the potential to miss relevant sources.30  All 
searches were conducted between April and 
May 2021. Separately, a scan and analysis 
of Canadian law relevant to workplace 
surveillance was compiled in Section 4.9.

Following these guidelines, studies were 
then subjected to a full-text review using a 
codebook reflective of the research objectives 
(see Appendix 2). During the charting process, 
seven primary questions were used to identify 
and extract key information from each source, 
which formed the basis of our analysis:

a. What country or jurisdiction is this source 
coming from or focused on?

b. Does the source mention remote or virtual 
work?

c. Does the source discuss surveillance 
technologies in the context of the Covid-19 
pandemic?

d. What types of surveillance technologies 
were discussed?

e. What is the main objective of the source?

f. What policy/legal/social themes and 
implications were covered by this source?

g. What specific types of industries, 
organizations, or workers were impacted 
by the use of the employee monitoring 
technologies discussed?
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4.1 Characteristics of 
Existing Literature

The literature search produced 3,835 results. An 
additional 107 sources were identified through 
other means, such as referrals from colleagues 
and technology experts, and Google searches. 
Additional screening of titles and abstracts led 
to the removal of 33 duplicates, while a majority 
were excluded (n=3,584) for content out of 
scope. In total, 325 articles were identified for 
full review. These articles were independently 
reviewed by two researchers for the inclusion 
and exclusion criteria, and were pilot-tested 
for inter-coder reliability prior to full review to 
ensure consistency and avoid discrepancy. 
Articles that were excluded after a full-text 
review included incorrect concept (n=73) 
(e.g., examinations of health surveillance and 
epidemiology, or works that failed to discuss 
workplace surveillance), incorrect context 
(n=43) (e.g., sources that fell outside in-scope 
jurisdictions), and those that were not available 
as full texts (n=18) (See Appendix 3). 

After a full-text review, 191 sources were 
included in the scoping review and proceeded 
to the charting stage (see Appendix 5 for full 
bibliography). During the charting process, 
a narrative account of the key findings was 
established in two ways. The first provided 
a basic numerical analysis of the extent, 
distribution and nature of the studies included 
in the review (see Tables 1-3 and Appendix 
2). Sources were also reviewed for the extent 

to which the studies covered the impacts 
of workplace surveillance on marginalized 
communities, and the cybersecurity 
implications of digital surveillance (see 
Section 4.2), as well as the types of workers 
and industries the articles discussed (see 
Section 4.3). This helped to shed light on the 
characteristics of the literature reviewed and, 
consequently, identify any research gaps that 
exist in the literature. Second, the sources were 
organized thematically using a descriptive-
analytical method within the narrative tradition, 
which is reported below as stage five of the 
scoping review: collating, summarizing and 
reporting the results. As set out by Arksey and 
O’Malley, this method applies a common 
analytical framework to all the studies, collects 
standard information on each, provides a 
broader view of the phenomenon being 
explored, and ensures that the findings are 
more contextualized and understandable to 
readers.31  
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4.2 Strengths and Gaps 
of Existing Literature

The scoping review revealed several strengths 
and gaps in the existing literature. Importantly, 
the gaps point to areas that need to be 
considered and addressed, as well as where 
future research on workplace surveillance in 
Canada is required going forward. 

Strengths of Existing Research
The literature reviewed in this project provides 
foundational knowledge on the psychological 
and sociological impacts of workplace 
surveillance,32, 33, 34 with one prominent source 
being Ball and Margulis’ examination of the 
established research on the topic.35 Studies 
frequently assess such impacts in relation to 
the concept of privacy. This includes reports 
published by the research institute Data & 
Society;36, 37 Ajunwa, Crawford and Shultz’s 
examination of the effectiveness of U.S. law 
in protecting workers’ privacy rights;38 and 
Villeneuve and Elias’ discussion on the data 
privacy implications of workplace surveillance 
technologies in Canada.39 These studies 
enable a deeper understanding of workplace 
surveillance, taking the analysis beyond 
privacy — which is often conceptualized as 
an individual right that is weighed against the 
legitimate concerns of employers — and clarify 
the broader impacts of workplace surveillance, 
for example on employee-employer trust, and 
worker autonomy and well-being. Other studies 
are useful for their exploration of the effects of 
workplace surveillance on the individual and 
collective well-being of workers. Many sources 
included examine how employees perceive 
their level of privacy while under surveillance, 
linking overly intrusive forms of workplace 
surveillance to reduced productivity and 
increased stress.40, 41, 42

In addition, there is a growing body of work that 
utilizes empirical research methods to reveal 
employees’ attitudes and views on workplace 
privacy and surveillance through surveys and 
interviews with workers in various positions 
and sectors. This includes Charbonneau and 
Doberstein’s43 survey of Canadian public 
servants; Bernd, Abu-Salma and Frik’s44 study 
on nannies working in the U.S., the UK, and 
Germany; Bakewell et al.’s45 study on a group 
of field engineers in the UK; Winston, Paul and 
Lyer’s46 survey of American doctors and nurses; 
and Anteby and Chan’s47 study on workers 
at an American airport. Due to the highly 
surveilled nature of call centre work, several 
studies examined the impacts of surveillance 
in such settings.48, 49 These studies shed further 
light on the tension and balancing act between 
worker privacy, on the one hand, and on the 
other hand, employer concerns used to justify 
monitoring practices. 

In contrast to such sector-specific analysis, 
many sources examine workers’ privacy 
attitudes regarding workplace surveillance 
more generally.50, 51, 52, 53, 54 These studies 
provide a broader understanding of workplace 
surveillance, through analysis of overarching 
themes, including the importance of privacy 
for employees. One study reveals the risks 
related to overly intrusive forms of surveillance 
that go beyond individual privacy, such as 
high turn-over rates, absenteeism, low morale, 
and low levels of productivity — resulting in 
counter-productive impacts on the organization 
performing the excessive monitoring.55  
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Gaps within Existing Research

Lack of Studies Examining Impacts 
on Vulnerable and Marginalized 
Communities

This review demonstrates that vulnerable 
and marginalized communities are uniquely 
and significantly impacted by the prospect 
of workplace surveillance, yet only a small 
proportion of the literature analyzes the impacts 
of such surveillance on these populations 
(n=9). Two studies indicate that female study 
respondents tend to be more concerned about 
being monitored at work. Ball, Daniel and 
Stride’s study on call centre workers found 
that female employees demonstrated greater 
concern for their privacy than their male 
co-workers.56 Stark, Stanhaus and Anthony 
arrived at a similar finding in their study on 
the gendered aspects of facial recognition 
technology in the workplace, wherein women 
were significantly more likely to view workplace 
camera surveillance as unacceptable.57 
Other articles highlight the discriminatory 
implications of surveillance technologies, 
specifically through electronic wearables 
and productivity apps, introduced as part of 
workplace wellness programs. Richardson and 
Mackinnon define wearables as “a class of 
devices that incorporate electronics, software, 
and sensors on to, on top of, and around the 
body.”58 Examples of these devices include 
smart watches, fitness trackers and smart 
glasses which may be used to monitor and 
measure human activities and behaviours.59 
Work by Oravec has highlighted the biased 
and unequal treatment of employees through 
self-tracking medical devices.60 Not only does 
such monitoring place undue stress on those 
with addictions and chronic health conditions, 
but they also have the “potential for ‘function 
creep’ as data collected about workers for 

one objective (e.g., encouraging workplace 
wellness) can be repurposed for other uses 
(e.g., employee discrimination).”61 Anjuwa et al. 
also explain how wearables and productivity 
apps can facilitate employment discrimination, 
particularly against smokers, pregnant people, 
and those who have disabilities or who are 
obese.62 Further, other studies examine the 
challenges for marginalized and vulnerable 
groups to resist surveillance. For instance, 
Nguyen describes how low-wage workers 
typically cannot afford to opt-out of invasive 
surveillance measures due to the high 
costs of withholding consent, including the 
potential loss of income or livelihood for not 
participating.63 Under such circumstances, low-
wage workers face higher pressures to consent 
to employers’ surveillance measures.

Although these studies highlight the 
consequences of extensive workplace 
surveillance on vulnerable and marginalized 
groups, including their potential to perpetuate 
discriminatory and unequal treatment on the 
grounds of gender, health, age, ability and 
class, we found few studies within a Canadian 
context. Particularly missing from the results 
were Canadian studies that investigate new 
and emerging forms of workplace surveillance 
driven by AI and other analytics software, as 
well as their impacts on marginalized groups, 
such as foreign workers, temporary workers, 
youth, low-income and precarious workers, 
Indigenous peoples, and racialized Canadians 
more broadly.
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Lack of Studies on Cybersecurity 
Implications

Few of the studies we examined discuss the 
cybersecurity risks and challenges introduced 
through workplace surveillance technologies, 
particularly in the context of the Covid-19 
pandemic, where employers often hastily 
deployed remote surveillance technologies to 
monitor employees due to a significant shift 
toward working from home.

According to one study, 63% of Canadian 
companies reported an increase in targeted 
attacks since transitioning to remote work in 
2020.64 Cyberattacks directly aimed at remote-
access systems, which allow outsiders to gain 
access to a worker’s computer and virtually 
monitor their activities, have skyrocketed in 
frequency up to an estimated 768% through the 
course of 2020.65 IBM Security’s report revealed 
that the average cost of a data breach in 
Canada was $6.75 million per incident from 
May 2020 to March 2021, up from $6.35 million 
the year before.66 This surge can be explained 
in part by the transition to remote work, with 

employees increasingly relying on personal 
unsecured networks and devices to conduct 
work activities.67, 68, 69 

Cybersecurity advisories from the U.S., the 
UK and Australia revealed that the four most 
targeted security vulnerabilities in 2020 were 
attributed to remote work, VPNs or cloud-based 
technologies.70 Moreover, data breaches cost 
$1 million more on average when remote work 
is indicated as a factor in the event.71

Despite the increase and severity of such 
attacks and their connections to remote 
work, there is a significant absence in the 
literature on the connections or impacts to 
workplace surveillance tools, as well as the 
risks, challenges and mitigations for attacks 
on detailed personal data. This was found to 
be true across all jurisdictions covered in this 
project, and not just in Canada. 
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Few Canadian Studies Overall

Most of the literature reviewed took place 
within a U.S. context (n=108), followed by the 
UK (n=50) and then Canada (n=13) (see Table 
1 and Appendix 4 for full list of Canadian 
sources). A majority of Canadian studies were 
sourced from news articles and magazines. 
Some discussed workplace surveillance in 
relation to remote work and the Covid-19 
pandemic, while others discussed workplace 
surveillance and its impacts on workers more 
generally. Regardless, in both cases, the 
increasing adoption of digital surveillance 
technologies was a common theme, with 
the pandemic serving as a catalyst for this 
increase in use. Further, only two results were 
empirical studies that assessed Canadian 
attitudes toward workplace surveillance 
technologies. Charbonneau and Doberstein 
conducted three surveys examining the 
attitudes of Canadian public servants and the 
Canadian public regarding the intrusiveness 
and reasonableness of various workplace 
surveillance technologies for public sector 
employees.72 The second study, by Richardson 
and MacKinnon, involved two case studies of 
health and wellness self-tracking challenges 
for staff and faculty at McMaster University and 
the University of British Columbia.73 

These studies begin to improve understanding 
of how some Canadian workers experience, 
view and deal with workplace surveillance. 
They nonetheless reveal a relative dearth 
in knowledge on the topic in the Canadian 
context, not least due to the limited number 
of empirical studies available, but also due 
to the types of workers and workplaces that 
those studies consider. Indeed, surveillance 
is experienced by numerous workers beyond 
public servants, and staff and faculty at 
universities —  with impacts that may be felt 
with far greater intensity due to the precarious 
nature of their work. Although Charbonneau 
and Doberstein’s study included a survey of the 
general Canadian public, their survey questions 
examined the public’s views on workplace 
surveillance technologies for public sector 
employees.74 Thus, the lack of empirical studies 
examining workplace surveillance in the 
Canadian context demonstrates a gap in the 
literature and an opportunity for further study, 
including better understanding the prevalence 
of different surveillance technologies and the 
types of workplaces using them in Canada.

Jurisdiction % of Literature # of Sources

U.S. 56.5% 108

UK 26.2% 50

Canada 7.3% 13
E.U. 5.2% 10

Australia 4.2% 8

New Zealand 1.1% 2

Table 1: Jurisdiction Source of Literature Reviewed
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4.3 The Rise of Remote 
Work Surveillance 

Nearly two-thirds of the literature reviewed 
(63.4%, n=122) specifically mentioned 
remote work in their discussion of workplace 
surveillance. Among this 63.4%, a majority 
of sources were news and magazine pieces 
(80.3%, n=98); while just 7.4% (n=9) were journal 
articles. Most of these articles discussing 
remote work took place within an American 
context (33.5%, n=64), followed by the UK 
(20.9%, n=40). A relatively smaller number of 
articles mentioning remote work were from 
Canada (5.3%, n=10). 

Although remote work is not a new 
phenomenon — and has in fact been a 
common practice for workers in various 
industries for years prior to the pandemic — 
much of the literature that discusses remote 
work in connection to workplace surveillance 
was published after 2019, or the onset of the 
pandemic (n=120). Only two articles published 
between 2011 and 2019 mention remote work 
with reference to workplace surveillance. This 
suggests that the Covid-19 pandemic has 
prompted particular interest in examining 
remote work surveillance — an intersection that 
lacked significant attention prior to 2020 (see 
Table 2).

Year % of Literature # of Sources

2021 18.3% 35

2020 44.5% 85

2019 0.0% 0

2018 0.5% 1

2017 0.5% 1

2016 0.0% 0

2015 0.0% 0

2014 0.0% 0

2013 0.0% 0

2012 0.0% 0

2011 0.0% 0

Table 2: Workplace Surveillance Literature that Mentions 
“Remote Work” by Year (n=122)
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A majority of the literature made reference 
to “remote workers” or to workers in a more 
general sense, without identifying any specific 
industry or occupation type (44.5% and 
37.7%, respectively) (see Table 3). Thirteen 
sources mentioned Amazon workers (6.8%), 
and particularly Amazon warehouse and 
delivery staff. These articles mainly focused 
on the use of new and emerging surveillance 
technologies driven by artificial intelligence 
to monitor employees,75, 76, 77 including plans 
to install AI surveillance cameras to watch its 
delivery drivers;78 and the company’s patents 
for devices meant to further monitor employees, 
including an ultrasonic bracelet for tracking the 
location of warehouse workers.79, 80 

Five articles in the review were on call-centre 
workers (2.6%). The highly monitored nature 
of this type of work makes call centres a 

frequently discussed area in surveillance 
studies literature, as employees experience 
frequent forms of surveillance including having 
their phone calls and computer activities 
recorded and monitored on a continuing basis 
by their supervisors.81, 82, 83 An examination of 
healthcare workers such as nurses and other 
hospital staff also produced five results (2.6%). 
These particular workers were frequently 
discussed in the context of the geo-location 
badges that they are often mandated to 
wear.84, 85, 86 These badges track the location of 
employees, monitoring how much time they 
spend with patients, which is used as a variable 
to measure worker efficiency. Other sources 
examined hospital workers’ perceptions and 
use of RFID devices;87 and a case study of a 
California medical corporation that installed 
hidden cameras in break rooms.88 

Types of Workers % of Literature # of Sources

Remote workers (general) 44.5% 85

General (no specific type/industry) 37.7% 72

Amazon workers 6.8% 13

Call centre workers 2.6% 5

Healthcare workers 2.6% 5

Drivers 2.1% 4

Public servants 1.6% 3

Bank workers 1.1% 2

Walmart workers 1.1% 2

Table 3: Type of Workers in Literature (n=191)
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4.4 Employer Motivations 
for Surveillance

The following themes were identified as driving 
factors for employers to introduce surveillance 
measures aimed at monitoring workers. 
Employer motivations include reducing risk and 
liability, protecting confidential information and 
assets, and maintaining productivity. 

Reducing Risk and Liability 
Employers may surveil workers to try and 
minimize the risks of legal liability to third 
parties, or the occurrence of any harm to 
the organization resulting from employee 
misconduct.89 As companies can be liable 
for abusive, offensive and otherwise harmful 
material that originates from the organization, 
employers try to protect themselves to avoid 
negative publicity or costly litigation claims.90 
Work monitoring can also help to reduce 
risk through detecting “negligent hiring and 
retention, security breaches, viruses and worms, 
hostile work environment, dangerous work 
conditions, and fraud and embezzlement.”91 
Employers may also seek to monitor 
employees’ electronic communications, 
such as emails, at times for the purposes 
of gathering evidence related to potential 
liability.92  

Workplace surveillance technologies are 
also implemented as safety measures and 
for training purposes. Electronic monitoring 
through wearables, smartphones, intelligent 
protective clothing and other devices have 
been adopted by organizations to track the 
health and safety of employees.93 For instance, 
installed in UPS delivery vans is a device 
that records seat belt usage and driving 
patterns.94 As described in depth later on, the 

Covid-19 pandemic has further introduced 
a large number of workplace surveillance 
technologies, such as biosensors and wearable 
devices, to track compliance with regulations 
such as physical distancing and temperature 
monitoring.

Protecting Confidentiality
Another common motivation for workplace 
surveillance is to prevent confidential 
information and assets from being exposed or 
misused. It is in the organization’s interest to 
prevent the disclosure of sensitive information, 
including trade secrets, intellectual property 
and the personal information of employees 
and clients, to competitors or third parties.95 
Confidential information can be leaked 
intentionally or accidentally by employees, 
such as through phishing attacks, weak 
passwords and insecure devices.96 As sensitive 
company information can be transmitted or 
exposed through such channels as email and 
phone calls, organizations can feel motivated 
to monitor these communications to ensure 
that confidential information does not leak to 
competitors or the public. 

Improving Productivity
Ensuring that employees are working 
effectively and productively is another reason 
for adopting worker surveillance technologies. 
McParland and Connolly’s literature review on 
workplace surveillance found that improving 
“work rate and productivity” was a common 
motivator for workplace monitoring.97 In a 
2020 survey by monitoring software provider, 
ActivTrak, small and medium-sized businesses 
ranked productivity as their top concern with 
remote work.98 This concern helps explain the 
large-scale adoption of productivity monitoring 
software by organizations that have shifted 
toward remote work. 
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Work monitoring software is argued to promote 
productivity by preventing distractions, 
and producing business intelligence that 
employers can use to improve work processes. 
Surveillance software can “track deviant 
behaviour,” monitoring employees to check 
for non-productive uses of computer systems 
during work hours (also referred to as 
“cyberloafing”).99 In addition to acting as an 
incentive for employees to avoid distractions, 
monitoring software is also marketed to 
employers as a productivity-improving 
measure, claiming to allow them to learn 
“how employees work best” through compiled 
data that depict employees’ most productive 
periods, or which combination of people may 
produce the most work together, and “what 
tools employees need.”100

In addition, with the rapid growth of gig and 
digital labour platforms, such as delivery 
services, surveillance technologies and 
associated performance scores have become 
a central part of both their business models 
and workers’ evaluations. Accessing such 
performance metrics and ensuring their 
accuracy requires that the service application 
monitor the worker’s location, punctuality, and 
number of tasks completed or clients served. 
The data being collected has expanded not 
just the breadth of performance information 
available to employers, but is used to affect the 
economic returns of the workers by managing 
workers on the margins, so that only those most 
responsive to the surveillance are rewarded.101

4.5 Growing Trend of 
Digital Performance 
Analysis 

A major trend in the literature was a growing 
use of digital technologies to assess employee 
performance. In one pre-pandemic study 
conducted in 2019, 66% of U.S. companies 
said they monitor their employee’s internet 
use, 45% track keystrokes and time spent 
at the keyboard, and 43% store and review 
computer files.102 Moreover, more than six in 
ten senior executives said they are using new 
technologies to collect data on their employees 
to gain more insights about the quality of 
their work, the way people collaborate, and 
their well-being.103 The so-called ‘productivity 
software industry’ has been steadily growing 
since 2015 and is expected to hit an estimated 
US$38 billion in value by 2027.104 Through 
their use of AI and other analytics software, 
these technologies not only monitor but also 
increasingly have the capability and capacity 
to analyze and assess the work performance 
of employees. Assessments or decisions made 
by software based on collected employee 
data, many of which can be intertwined with 
employee personal information, is a growing 
industry. The market for such technology was 
estimated to be worth $1.1 billion in 2018 and is 
expected to grow to $3.3 billion by 2023.105 

Some of the largest global companies have 
reportedly used employee surveillance 
software prior to the pandemic. A survey of 
239 large companies conducted by Garner 
in 2018 revealed that more than half were 
using “some type of non-traditional monitoring 
techniques.”106 Among these techniques 
is the use of InterGuard which enables 
employers to record employees’ “email, social 
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media, instant-message, keystroke, internet, 
geolocation, file and printing activity” through 
intelligent search and comparative analytics 
that can rank employee performance and send 
alerts regarding unusual behaviour patterns.107 
In recent years, surveillance technologies 
have also extended to the monitoring of social 
media networking sites, where monitoring 
tools are able to detect the social media sites 
that employees use and uncover their user 
profiles.108

The use of employee surveillance technology 
is widespread and spans across a variety 
of industries. Customers of the employee 
monitoring company Hubstaff — a software 
that enables employers to track workers’ hours, 
mouse movement, keystrokes and websites 
visited — reportedly include Instacart, Groupon, 
and Ring.109 Reporting from the Electronic 
Frontier Foundation (EFF) also revealed that 
the employee monitoring tool Time Doctor 
claims it has over 83,000 users, including high-
profile customers such as Allstate, Ericsson, 
Verizon and Re/Max.110 Moreover, the EFF 
states that StaffCop and Teramind claim 
that their employee monitoring software is 
used among clients in industries including 
“healthcare, banking, fashion, manufacturing 
and call centres.”111 Other surveillance software 
companies that have offered similar computer 
surveillance technologies in recent years 
include Avaza, VeriClock, Boomr, DeskTime Pro, 
TrackView, Toggl, Activity Monitor, WorkTime 
Corporate, Bergun and Wiretap.112, 113 Indeed, 
the reviewed literature demonstrates that the 
employee surveillance monitoring industry is 
active and growing. 

However, the increasing use of such employee 
monitoring technologies has not been without 
controversy. The UK-based bank Barclays

is being investigated by the UK Information 
Commissioner’s Office for allegedly installing 
a heat and motion tracking device beneath 
employees’ desks called OccupEye in 2017, 
to track if traders and bankers were sitting 
and working or away from their desk.114 
Amazon’s use of similar employee monitoring 
technologies has notably been introduced 
as a means to manage and control perhaps 
their most vulnerable workers in warehouses 
and factories, even prior to the pandemic.115 
In addition to the security cameras that track 
every detail of Amazon workers’ behaviour, 
item scanners are used to record how many 
seconds it takes an employee to complete 
a task (such as retrieve a package), issuing 
warnings and terminations if an employee 
takes too long or falls short of a specific 
productivity rate.116, 117 Amazon also uses a 
navigation software called the Rabbit or Dora 
to track delivery driver routes and location.118 
Call centres reportedly record a large amount 
of information on workers, including the 
number of phone calls taken, the length of 
phone calls, recordings of the calls, and even 
length of washroom breaks.119, 120

Some companies have even experimented 
with such technologies to track the social 
interactions between employees, such as 
how employees talk with one another, and 
for how long, by using microphones, location 
sensors, and accelerometers.121 The Bank of 
America reportedly used employee ID badges 
in 2015 to record how employees interact at 
the cafeteria and during work hours.122 In 2018, 
Walmart was reportedly interested in acquiring 
a new software system called “Listening to the 
Frontend”, which would enable the company to 
use sound sensors to record the conversations 
of store staff and customers, as well as other 
noises such as scanner beeps and bag 
movements.123
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4.6 Covid-19 and 
Accelerated Remote 
Work Surveillance

The pandemic has accelerated remote work, 
and in tandem, remote work surveillance. This 
acceleration has been fueled by employer 
demands relying on new and pre-existing 
technologies to ensure that workers are not 
circumventing responsibilities or failing to meet 
productivity targets. During the onset of the 
pandemic, many employers and organizations 
hastily procured remote surveillance 
technologies, with news reports describing 
the moves as “panic-buying.”124 For example, 
Hubstaff said the number of its UK customers 
increased four times since 2020.125 In addition, 
Sneek, which provides group video conference 
software that is always on by default, also 
reported a five-fold increase in the number 
of users during the first lockdown, reaching 
almost 20,000 users in total.126 According to 
the EFF, surveillance companies are using the 
pandemic, and the management difficulties 
associated with remote work, to pitch their 
monitoring tools, applications, and services to 
employers.127 

A survey of over 2,000 companies in the UK 
indicates that by December 2020, one in five 
businesses had begun using technology that 
tracks worker’s online activity.128, 129 Prodoscore, 
an employee monitoring software company 
that uses analytics to produce productivity 
scores for workers saw a 600% increase in 
interest from prospective clients from March to 
June 2020.130, 131 Employee monitoring software 
TransparentBusiness also saw a 500% spike 
in users month-to-month during the same 
period.132 In Canada, Hubstaff claims to have 
signed up to 550 Canadian firms for a free trial 

of its employee monitoring software during 
the same period, while 79 had already made 
purchases.133

Research suggests that many believe remote 
work during the pandemic is more than a 
temporary shift, while analysts predict that the 
related increase in remote work surveillance 
technologies is here to stay. Eight out of ten of 
the most in-demand employee surveillance 
software companies incentivize and promote 
“long-term use” of their technologies to their 
clients.134 Further, according to analysis by 
the internet security and digital rights firm 
Top10VPN, “global demand for employee 
monitoring software increased by 87% in 
April 2020” compared to the monthly pre-
pandemic average.135 This surge in demand 
was sustained throughout the year as 
demand for monitoring technology remained 
51% higher than pre-pandemic levels from 
June to September 2020.136 Moreover, the 
surveillance company Gartner found that “16% 
of employers were using technologies more 
frequently to monitor [remote] employees 
through methods such as virtual clocking 
in and out, tracking work computer usage, 
and monitoring employee emails or internal 
communications.”137 The top three most popular 
tools are Time Doctor, Hubstaff, and FlexiSPY, 
which account for almost 60% of global 
demand in surveillance software, according to 
Top10VPN.138

4.7 New Surveillance 
Technologies to Oversee 
the ‘Overseen’

In the context of work during the pandemic, 
the use of new and emerging employee 
surveillance technologies largely focused on 
three main: 1) electronically tracking employee 
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behaviours; 2) electronically measuring 
employee performance by quantifying work in 
terms of ‘productivity scores’; and 3) monitoring 
health data, purportedly to help companies 
comply with Covid-related regulations such as 
social distancing and effective contact tracing.

Electronic Tracking of 
Behaviours
The majority of workplace surveillance 
technologies are intended to track employees’ 
behaviours as a means to ensure that employer 
policies and goals are met and to avoid work 
distractions. Performance monitoring software 
collects data on the activities performed by the 
worker, as well as the environment in which they 
operate. Recording information on workers’ 
activities can require software or hardware 
that directly monitors communications (such 
as email, text, calls, work messaging software, 
etc.), keystrokes, search engine browsing, and 
‘idle’ time. Collecting data on the environment 
of the worker can require employers to rely 
on webcam surveillance software, CCTV or 
sound recording devices, and location tracking 
through GPS or AI-enabled cameras.

Webcam Surveillance

Following the onset of the Covid-19 pandemic, 
a video conference call software called Sneek 
gained traction as companies pivoted to 
remote work settings.139 As briefly described 
earlier, Sneek takes a picture of employees 
every one to five minutes through a front-facing 
laptop webcam.140 The pictures are combined 
to create a “wall of faces” featuring employees 
as they work that is available for everyone 
to view throughout the workday.141 The talent 
management company Crossover also 
installed a productivity tool called WorkSmart 
that takes photos of remote employees and 

their workstations every 10 minutes through 
their webcam.142  

Teleperformance, one of the world’s largest 
call centre companies with more than 380,000 
employees globally, rescinded their decision 
to require its UK-based employees to keep 
their webcams turned on if they are working 
remotely as a result of the pandemic.143 
The company said the “installation of video 
surveillance tools would be voluntary” after it 
had informed employees that they would be 
required to use AI-enabled webcams to track 
real-time work for “data security reasons.”144 
The webcams would have also reportedly 
been used to scan for potential work violations, 
and take screenshots of potential infractions 
to send directly to the employee’s manager.145 
However, Teleperformance is still expected to 
use this tracking software in more than 30 other 
countries where labour laws allow this kind of 
surveillance.146 

San Francisco technology start-up Pragli also 
developed remote work software that allows 
employees to create a “digital avatar” and 
work in a “virtual ‘office’ setup with chat room 
cubicles” that require workers to keep their 
webcams and microphones on at all times 
to enable spontaneous chats.147 Numerous 
other pieces of software, such as Time Doctor, 
Hubstaff, and RemoteDesk, also use webcams 
to continuously take pictures of employees. 

Desktop and Keyboard Activity 
Monitoring

Most surveillance software employs a range 
of desktop and keyboard activity monitoring. 
According to one study, 81% of the most 
popular employee monitoring tools offer 
keystroke logging so that employers can see 
employees’ every click on the keyboard; 61% 
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provide instant messaging monitoring; 65% 
can send ‘user action alerts’ to the employer 
(such as when a user’s keyboard has been idle 
for a long time); and 38% are able to remotely 
control the worker’s screen to block access 
to websites or install software.148 Keystroke 
logging can be particularly problematic if 
surveillance tools can capture passwords 
typed by the employee — an ability that the 
monitoring program Work Examiner boasts its 
software is able to do.149 Other monitoring tools 
can measure distraction by tracking the extent 
to which an employee is “switching between 
applications.”150

Moreover, Teramind’s surveillance technology 
can monitor private conversations and 
detect if a “pre-selected keyword” that is 
deemed “inappropriate” by the software is 
used, triggering an alert to the employer and 
disabling the conversation.151 Hubstaff, one of 
the most popular employee surveillance tools, 
also monitors screen time, mouse activity, 
tasks completed, and hours working in real 
time.152 Veriato also captures videos of screen 
activities conducted by the employee to send 
to the employer; and Work Examiner allows the 
employer to fully view the employee’s “internet 
usage and block distracting content.”153 
Reporting from The Guardian also notes 
that Wiretap can monitor “workplace chat 
forums such as Slack and Yammer to identify 
intentional and unintentional harassment, 
threats, and intimidation”, and alert employers 
of concerns.154  

Facial Recognition and AI-Enabled 
Technologies

The technology company Fujitsu developed 
a facial recognition software program that 
purports to detect the focus of employees 
and remote workers.155 The AI-powered tool 

analyzes changes in facial muscle movements 
every few seconds to assess the employee’s 
level of focus, and cross-references this data 
with the user’s past muscle behaviour and 
the attention requirements of the specific 
task conducted.156 Moreover, one of the most 
controversial developments in employee 
surveillance following the pandemic was 
accounting firm PwC’s deployment of a facial 
recognition tool that records and analyzes 
how long employees remain in front of their 
computer screens.157 The tool requires PwC 
employees to provide “a written reason for any 
absences, including toilet breaks.”158

A still unnamed “meeting insight computing 
system” technology developed by Microsoft 
is also planned, to allow employers to “read 
a room” during remote meetings and video 
calls, including analyzing facial movements 
and body language like eye rolls, to score 
the quality of a meeting.159 In addition, a new 
device from Amazon called Halo is a wristband 
software that can keep track of a user’s mood 
and tone of voice by using machine-learning 
algorithms to analyze the user’s voice through 
its embedded microphone.160 The band can 
provide the user with in-depth feedback such 
as “‘you’re sounding too tense’ or ‘you’re being 
too assertive’.”161 The Amazon band has not 
been used in workplaces in a systematic 
manner; however, concerns have arisen over 
its potential implications on the workplace.162 
Aware’s Spotlight software conducts “AI-driven 
behavioural analysis” to track changes in 
employees’ “mood, tone, and attitude” during 
conversations taking place on the user’s 
devices.163 Not only does AI-enabled software 
analyze employee behaviour, but industries 
requiring relatively greater security have also 
used AI and biometric authentication to ensure 
only cleared employees can access work-
related sensitive information from home.164
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GPS and Location Monitoring 

A number of employee monitoring tools can 
track the location of employees in real time, 
particularly in industries that require the 
physical movement of workers, such as delivery 
services or warehouse operations. For example, 
legislation in the United States requires that all 
U.S. truck drivers attach an electronic logging 
device to their vehicle — software that monitors 
“speed, location, and driving schedules” to 
report that data “back to an employer or 
third-party monitoring service.”165 Long-haul 
truckers have protested the implementation 
of these devices because they can restructure 
the times and routes they drive in ways they 
say may not be safe or efficient.166 Moreover, 
many delivery and truck workers also use 
their vehicles to conduct personal affairs, and 
monitoring technology may not be able to 
accurately distinguish on-the-job movements 
from personal use.167

Location tracking is significantly used in 
essential work industries. The Massachusetts 
State Police is also planning to introduce 
geolocalization technology in its 2,900 vehicles 
to track how and where officers move during 
shifts.168 Nurses are also increasingly instructed 
to wear geo-location badges and other 
hardware to help track where they are located 
in the hospital.169 Other monitoring software can 
also track the movement of office staff via GPS 
on their phones or work-provided devices.170

Electronic Measurements of 
Performance 
A number of surveillance tools provide 
employers with real-time analytics, delivering 
an amalgamated ‘productivity score’ that 
evaluates the employee’s quality of work, 
comparing the results across workers using 

many of the same behaviour monitoring 
techniques. For example, WorkSmart uses a 
combination of screenshots of workstations, 
application use and keystrokes to provide a 
“focus” and “intensity” score to measure the 
degree and extent of each employee’s work 
habits.171 According to Crossover, the company 
developing WorkSmart, ‘intensity’ scores assess 
the employee’s “ability to focus on one activity 
at a time” rather than constantly changing 
between activities; while ‘focus’ scores analyze 
the employee’s keystrokes and mouse clicks 
to determine how intensely and efficiently the 
employee is working.172 

ActivTrak also collects and reports on a variety 
of data through automated screenshots 
of workers’ screens to provide employers 
with a “data-backed overview of employee 
performance”, allowing managers to identify 
inefficiencies in the work process.173 The 
employee’s productivity scores can be viewed 
by both managers and other team members, 
and the tool’s “team pulse” feature “provides 
a daily summary of which team members 
are most productive” to increase motivation 
among workers.174 In addition, Prodoscore 
monitors a wide range of tasks undertaken 
by an employee, including checking emails, 
work documents and, calendar appointments, 
and transcribes phone calls on internet-based 
phone services.175 The software then uses 
these data points to provide managers with 
“a score on a productivity scale.”176 Similarly, 
Isaak software tracks employee interactions to 
analyze each person’s collaboration level, and 
incorporates this information with individual 
user data to identify “change-makers” in the 
company.177

In the last two years, there have been a number 
of instances of major technology platforms 
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backtracking on productivity measures 
following public or employee concerns 
and advocacy for technology in the public 
interest. For example, Microsoft’s Productivity 
Score provides employers with “insights” into 
employees’ productivity behaviours, including 
categorizing information on workers’ use of 
Microsoft software. The software tracks data 
on the number of days spent reading emails, 
chatting, collaborating on shared documents, 
or using mentions in communications.178 
Individuals’ scores are “allocated based on 
categories such as ‘Communication’, ‘Meetings’, 
‘Content’, and ‘Teamwork’,” and points are 
amalgamated into an overall score for the 
employee.179 Comparing scores between 
employees would have allowed employers 
to identify gaps in specific employees’s 
performance, and motivate underperformers 
to better meet productivity targets. But after 
facing controversy,180 Microsoft removed the 
program’s ability to display specific usernames 
associated with the scores.181 The company 
said the program will transition to providing 
IT specialists with information on user uptake 
and use of Microsoft’s suite of products.182 
However, administrators of the program may 
have special privileges to view individual 
user behavior if the employee has not opted-
out from having their data reviewed by the 
software.183

An attention tracking feature on Zoom, first 
introduced in early 2020, alerted meeting 
hosts when participants did not have the 
Zoom meeting screen active and open for 
more than 30 seconds while someone was 
sharing their screen.184 While users could 
disable this feature from their account settings, 
the meeting organizer could also make this 
feature mandatory for all participants if they 
wish.185 Zoom removed this feature in April 2020 

following backlash and concerns over privacy 
and misuse.186 Additionally, essential workers 
facing workplace surveillance have fought 
against the “electronic whip” software, which 
presents employees’ productivity scores onto a 
“leader board” to encourage underperforming 
employees to increase their speed.187

Health Monitoring
Following the pandemic, a growing number 
of employee surveillance technologies have 
been adopted to track workers’ health to 
ensure compliance with Covid-19 regulations 
including physical distancing and temperature 
monitoring. Employers have become more 
interested in using telehealth technologies to 
continuously monitor employee symptoms 
and prevent Covid-19 outbreaks. One such 
technology that has received increased 
interest from corporations is LifeSignal, a 
“thin, disposable skin patch that uses an 
integrated biosensor” to monitor a range of 
vital signs, including users’ “respiration rate, 
skin temperature, blood pressure, posture and 
even electrocardiography (ECG).”188 The health 
monitoring company is now working with 
eight organizations to launch corporate health 
tracking programs where data from the patch 
will be transmitted to an app on employees’ 
phones and the company’s occupational-
health department.189 Employers are also 
increasingly asking employees to disclose 
their personal medical and health information, 
including experienced symptoms, pre-existing 
conditions, and risk of exposure to the virus 
through self-assessment applications.190 

Many workplaces, particularly those of 
essential businesses and vulnerable groups 
such as nursing homes and grocery stores, 
began tracking workers’ body temperatures 
at the start of their shifts using basic 
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thermometers or more sophisticated heat 
sensors.191 Feevr is a “thermal imaging device” 
that allows employers to check workers’ 
temperatures quickly before they enter the 
workplace, preventing long lines of employees 
waiting to enter buildings.192 Employees can 
also log into the Feevr application at home 
through a “facial scan,” take their temperature 
using a “digital thermometer,” and send the 
data to their employer to receive permission to 
enter the workplace.193 

New health tracking tools to track employees’ 
location and social distancing behaviour also 
emerged following the pandemic. Amazon 
developed a Distance Assistant software 
that uses “machine learning in warehouse 
cameras” to “identify high traffic areas and 
encourage better distancing.”194 As workers 
move around the warehouse, the camera 
positively detects employees maintaining six-
feet distance with a green circle and negatively 
detects employees standing too close with 
a red circle.195 In the same vein, Ford Motor 
Company developed a wrist watch that can 
tell employees if they are complying with the 
six-feet distance measure;196 and consulting 
firm PwC also created a phone application that 
traces employees’ contacts by analyzing their 
interactions in the office.197 In one application, 
employers would track workers’ location and 
movement through their smartphone, earning 
higher scores the more times a user maintains 
six-feet distancing and aggregating total 
scores for employers to review.198

Efficient contact tracing has also been a 
significant impetus for adopting greater 
monitoring tools in the workplace. Contact 
tracing tools also come in the form of wearable 
devices. Some health tracking software is 
marketed as workplace safety wearables 

that can track users’ health status and 
provide insights on the effectiveness of social 
distancing measures.199 Similarly, PwC offers 
an application called Check-In that uses 
GPS location tracking, Wi-Fi and Bluetooth 
capabilities to keep track of workers who have 
been in close contact with positive cases, and 
determine where and when “workers are on the 
company’s premises.”200 

4.8 Employee 
Perceptions and 
Reactions to Surveillance

Various factors have been identified in the 
literature as shaping how employees react 
to surveillance; namely, workers’ perceived 
degree of surveillance, a sense of control over 
information shared with employers, and clarity 
of the purposes surrounding such monitoring. 
Worker reactions to surveillance can involve 
acts of individual resistance, which must be 
considered in light of the power imbalances 
between employers and employees, and in the 
context of labour relations.

Perceived Degree of 
Surveillance
Multiple empirical studies have found that 
workers with greater levels of perceived 
surveillance at work tend to harbour more 
negative attitudes toward the surveillance 
systems.201, 202, 203 Workplace surveillance 
measures that are perceived to be excessive 
have been shown to lead to higher employee 
turnover and absenteeism, weakened morale, 
reduced trust in management, and poorer 
relations between employees and employers.204 
In one study, Martin, Wellen and Grimmer 
surveyed employed Australians to test the 
relationship between the perceived level of 
surveillance at work and counterproductive 
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work behaviours (CWB), wherein employees 
work at less than full effort and/or subvert 
their managers.205 The researchers found 
that “higher levels of perceived surveillance 
were associated with more CWB,” and that 
“this relationship was mediated by attitudes 
towards surveillance.”206 In other words, this 
study suggests that when workers believe that 
they are under a high degree of electronic 
surveillance, and when these workers view 
workplace surveillance as invasive and as an 
indication of the employer’s lack of employee 
trust, they are more likely to engage in deviant 
work behaviours.

The extent to which workplace surveillance 
impedes on the privacy of workers has 
also been found to play a role in workers’ 
perceptions and reactive behaviours to 
monitoring measures. Chory, Vela and Avtgis 
studied American employees from across 
occupations and organizations to examine 
employee concerns regarding the monitoring 
of electronic communications at work.207 
Their study found that full-time working adults 
who perceive less computer privacy in their 
workplace view the organization’s policies as 
less fair, hold less trust in upper management, 
and demonstrate less commitment to their 
organizations. Moreover, the study found that 
employees’ perceived degree of procedural 
justice (in terms of the organization’s ability to 
fairly respond to concerns and complaints) 
mediated the relationship between employees’ 
feelings of trust and commitment toward the 
organization and their perception of privacy.208 

Employee Control 
How employees interpret their level of control 
over surveillance has been identified as a key 
contributor to their reactions to surveillance 
measures.209 The study by Chory, Vela and 

Avtgis also indicates that when workers feel 
that they lack control over the information 
that is accessible to their employers through 
monitoring, they are also more likely to view 
work procedures as unfair, with subsequent 
decreased feelings of trust and security in 
their relationship with their employer.210 In 
their review of psychological and sociological 
research on employee surveillance, Ball 
and Margulis discuss the body of work that 
demonstrates the relationship between 
employee control and stress, with the common 
finding that workers’ lack of control over the 
monitoring process is associated with higher 
levels of stress.211 The authors concluded 
that “worker control over monitoring, whether 
officially or unofficially sanctioned, can mitigate 
stress levels.”212 

Clarity of Purpose
Research has shown that employee 
perceptions about the rationale for work 
surveillance systems play a major role in how 
they react to such measures. When workers do 
not see a clear work purpose for monitoring 
technologies, they are likely to view the 
surveillance measures negatively.213 In their 
study on Canadian public servant attitudes 
on workplace surveillance technologies, 
Charbonneau and Doberstein found a “very 
strong correlation between one’s sense of 
the intrusiveness of a technology and their 
views of its reasonableness for use in a public 
sector work environment.”214 The surveillance 
technologies that were commonly identified as 
“very unreasonable” lacked a clear association 
between the technology and its purpose 
for measuring workplace performance or 
productivity. Technologies that were viewed 
as “very unreasonable” tended to capture 
physical activity, such as non-visible cameras, 
personal devices that record audio, video 
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and location of the wearer (e.g., tracking 
badges by the company Humanyze), and 
body heat measurement devices (e.g., those 
provided by OccupEye). Computer software 
surveillance methods such as keylogging, 
internet usage recording and AI email analysis 
were viewed as less intrusive, which the authors 
argued is due to the clearer relationship that 
these technologies have with performance 
monitoring. 

Individual Resistance 
Research from the field of psychology suggests 
that employees with more negative attitudes 
toward workplace surveillance are more likely 
to resist complying with it.215 According to one 
survey done by a UK human resources firm, 
70% of respondents believed that the level of 
trust between themselves and their bosses 
would likely diminish from the adoption of 
monitoring software.216 Studies have also 
continually emphasized the significance of 
trust between employers and employees, 
as “employees’ actions, behaviours and 
willingness to disclose certain information 
can be significantly impacted if there is 
no trust in the relationship,” with potential 
employee retaliation such as engaging in 
deviant behaviours.”217 As such, workers with 
eroded levels of trust in their employers may 
engage in resistance against surveillance 
through evasion or deception. Acts of evasion, 
or “invisibility practices,”218 allow workers to 
hide from their employer’s gaze. This could be 
done physically through, for example, going to 
areas exempt from CCTV-patrol or changing 
out of uniform during breaks to prevent scrutiny 
from supervisors and customers.219 One 
digital invisibility practice would be avoiding 
online spaces where one’s employer can view 
worker activity and data, for example, the use 
of an app other than the Uber app as a driver 

for navigation. Deceiving work surveillance 
systems can also be accomplished using 
software to mimic computer activity in order to 
appear more productive. One such program 
called Move Mouse, which automates the 
movement of a computer’s mouse, saw a 
large rise in downloads during the shift toward 
remote work.220

Power Imbalances and Labour 
Relations
The power imbalance between employers 
and their employees complicates the 
concept of worker consent, in turn facilitating 
the introduction of workplace surveillance 
technologies. Workers may agree to 
surveillance measures in order to avoid 
potential consequences that a refusal may 
bring, such as retaliation or joblessness.221 
This is evident in Bernd, Abu-Salma and Frik’s 
study on how nannies in the UK, Germany 
and the U.S. interpret their experiences 
working under camera surveillance installed 
and monitored by the families that employ 
them.222 Participants commonly shared that 
they felt they were not in a position to express 
privacy concerns due to the power dynamics 
with the parents who employed them.223 With 
regards to the pressures placed upon workers 
to accept surveillance, digital rights groups 
Data & Society and the Electronic Frontier 
Foundation have expressed that “a choice 
between invasive and excessive monitoring 
and joblessness is not really a choice at 
all,”224 in turn “making consent seem almost 
meaningless.”225

Employers’ power over their workers can also 
be compounded by workplace surveillance 
technologies. Nguyen describes how the 
extensive and continuous collection of data 
creates “massive challenges for any employee 
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to fully comprehend the scale of the data 
collected about them.”226 This asymmetry of 
information between managers and workers 
may put employers “in a privileged negotiating 
position, facing workers with reduced 
bargaining power.”227

There is also the concern that workplace 
surveillance may impede on workers’ union 
organizing efforts. Surveillance technologies 
constrict workers’ ability to organize collective 
action as their communications are at risk of 
being monitored by their employers. Although 
organizations may adopt surveillance 
measures for reasons unrelated to deterring 
union organizing, the presence of these 
systems can nonetheless have a chilling effect 
on union activity.228 On top of inadvertently 
impending collective action, organizations 
may also purposely engage in surveillance to 
stifle labour organizing. Amazon’s monitoring 
of its employees’ union-organizing efforts drew 
criticism from two U.S. senators in September 
2020,229 when it came to light that Amazon 
corporate employees were regularly monitoring 
the social media activity of its drivers to identify 
and track labour organizing.230 

Contractually obligated to comply with 
employer policies, workers typically lack the 
power to reject installing and using monitoring 
software.231 One method for protecting 
workers in this domain is to include clauses in 
collective agreements concerning electronic 
monitoring, as discussed by Hooper, Anderson 
and Blumenfeld from New Zealand.232 Despite 
this option, the authors found that only 5% of 
collective agreements in the country mentioned 
electronic monitoring in June 2019.

4.9 Canadian Legal 
Framework Addressing 
Workplace Surveillance

When it comes to employees’ privacy rights 
with respect to workplace surveillance, there is 
a patchwork set of laws that apply in Canada. 
These regulations are addressed in Canada’s 
international law, the Charter of Rights and 
Freedoms and, the Criminal Code of Canada, 
as well as various federal and provincial 
privacy and labour laws.

International Law
Canada is a signatory to a number of 
international agreements that include 
provisions regarding the protection of 
privacy rights. Article 17 of the International 
Covenant on Civil and Political Rights 
protects individuals from “arbitrary or unlawful 
interference with [their] privacy, family, home or 
correspondence.”233 The American Declaration 
of the Rights and Duties of Man also protects 
individuals from abusive attacks on one’s 
private and family life, as well as one’s right to 
the inviolability of his home and transmission of 
his correspondence.234

Canadian Charter of Rights and 
Freedoms
The Canadian Charter of Rights and 
Freedoms contains provisions applicable to 
employee privacy in the context of workplace 
surveillance. Privacy is a constitutional right 
by virtue of sections 7 and 8 of the Charter,235 
which respectively protect the right to “life, 
liberty and security of the person”,236 as well as 
the right “to be secure against unreasonable 
search or seizure.”237 The Supreme Court has 
also recognized that privacy is an essential 
component of individual freedom, with the 
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Charter serving as a restraint “imposed on 
government to pry into the lives of the citizen go 
to the essence of a democratic state.”238

While the Charter does not bind private 
actors,239 court decisions have been 
considerably impacted by Charter values 
in cases involving disputes over electronic 
surveillance in private workplaces.240 The 
Supreme Court has recognized three 
spheres of privacy: spatial, physical and 
informational.241 Spatial privacy relates to an 
individual’s home, which is an area of case law 
particularly relevant to the surge in surveillance 
over work-from-home employees.242 The 
physical sphere refers to an individual’s body; 
and the informational relates to the ability of 
a person to control what information about 
oneself is revealed to whom and when.243

Other case law involving the Charter also 
reaffirms a general expectation of privacy 
for the worker. In 2010, the Supreme Court 
ruled that individuals have a reasonable 
expectation of privacy in the informational 
content of their personal computers.244 Then in 
2012, the Supreme Court held that the right to 
privacy extends to information related to work-
issued computers, which may be diminished 
dependent on the totality of the circumstances 
in question, including workplace policies such 
as whether employees were previously aware 
of potential monitoring on work devices.245 
However, the police must still obtain a warrant 
for the search and seizure of information with 
respect to work-issued devices, even if the 
information in question was lawfully obtained 
by the employer.246

Criminal Code
The Criminal Code of Canada also outlines 
relevant provisions related to employees’ 
right to privacy in the workplace. Section 184 
of the Criminal Code holds that the willful 
interception of private communication by any 
device is an offence, where “intercept” refers to 
“the listen[ing], record[ing], or acquir[ing] [of] a 
communication”, and “private communication” 
refers to any oral or telecommunication in 
which it is “reasonable for the originator to 
expect that it will not be intercepted by any 
person” other than its intended recipient.247 
Section 342 of the Criminal Code also prohibits 
the direct or indirect interception of any 
computer service done fraudulently or without 
right, which can include the monitoring of 
electronic information such as email.248

However, the prohibition on communication 
interception does not apply when consent 
(express or implied) is obtained,249 provided 
that the consent is freely given by the originator 
of the communication without coercion.250 The 
prohibition also does not apply to a person 
providing a communication service to the 
public if the interception is, in part, conducted 
as part of random monitoring for quality control 
checks251 — an area of business operation 
where employers could potentially collect 
employee information for quality monitoring 
purposes without consent. For example, in 
one case in Quebec, the court found that 
the employer’s decision to record telephone 
conversations of the employee was not a 
breach of Section 184(1) of the Code because 
the employer intended to check the quality 
of the employee’s work as allowed under the 
Code’s exceptions.252
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Federal Privacy and Data 
Protection Laws

Privacy Act

The federal Privacy Act regulates the collection 
of personal information by federal government 
institutions.253 Section 4 of the Privacy Act limits 
the collection of information to that which 
“relates directly to an operating program or 
activity of the institution.”254 The legislation also 
requires that federal government institutions 
inform individuals of the purpose for which 
the information is being collected.255 However, 
these requirements are exempted if obtaining 
consent results in the collection of inaccurate 
information or defeats the purpose for which 
the information is being collected.256 Individuals 
also do not have the right to know or provide 
consent over the collection, use or disclosure of 
their information.257 Section 8(2)(a) of the Privacy 
Act allows federal government institutions to 
disclose personal information when doing so 
would be for a use “consistent” with the original 
purpose for which it was collected.258

Directive on Automated  
Decision-Making

The federal government’s Directive on 
Automated Decision-Making was enacted in 
2019 to establish administrative law principles 
that regulate the government’s use of artificial 
intelligence in administrative decisions.259 The 
Directive requires federal programs using 
an Automated Decision System developed 
or procured after April 2020 to complete 
and publicly release an Algorithmic Impact 
Assessment (AIA) prior to the deployment of 
the system, to identify risks, mitigate harms and 
ensure procedural fairness.260 The AIA evaluates 
the program’s impact level by analyzing the 
system’s design, algorithm process, decision 

type, the sensitivity of the data to be collected, 
and measures to safeguard personal 
information.261 

Pursuant to the Directive, federal departments 
are also required to provide notice to impacted 
individuals of the automated system, and 
provide meaningful explanations of how and 
why automated decisions were made, as 
well as publicly release information on the 
system’s effectiveness and efficiency in meeting 
program objectives.262 Final decisions also 
must be made by a human if the decision is 
likely to have high impacts on the rights, well-
being or economic interests of individuals. 
However, the Directive only applies to services 
where the intended client is external to the 
federal government and therefore is unlikely 
to be required in most instances of automated 
workplace surveillance tools used by federal 
employers. Likewise, a similar framework 
to guide private sector organizations’ use 
of automated decision-making software — 
such as AI-enabled employee surveillance 
technologies — is not present in Canada.

Directive on Privacy Impact 
Assessments

The Directive on Privacy Impact Assessment 
(PIA) also provides guidance to federal 
institutions on how to assess the privacy 
impacts of programs involving the collection 
and use of personal information.263 According 
to the Directive, a PIA is required for any 
new or substantially modified activity or 
program where personal information is 
used for decision-making processes or an 
administrative purpose.264 PIAs are also required 
if transferring program activities to another 
level of government or the private sector will 
substantially modify the program, including its 
use of personal information.265 
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The Directive provides that PIAs should 
include a description of the planned program, 
its objectives, assessment of privacy 
compliance, evaluation of potential impacts 
on individuals’ privacy, and the mitigating 
measures implemented to ensure compliance 
with privacy provisions.266 Organizations are 
encouraged to conduct PIAs during early 
stages of program development, consult 
with stakeholders within and outside the 
organization, and make results publicly 
available.267 In its landmark June 2021 
investigation, the OPC found that the Royal 
Canadian Mounted Police’s use of facial 
recognition technology contravened Privacy 
Act provisions.268 The OPC’s investigation 
highlighted that the RCMP failed to properly 
assess privacy risks, and recommended the 
integration of PIAs prior to deploying facial 
recognition technology.269

Personal Information Protection and 
Electronic Documents Act

The privacy right of many employees is 
protected privacy under the Personal 
Information Protection and Electronic 
Documents Act (PIPEDA), Canada’s federal 
law that governs the collection, use or 
disclosure of personal information related 
to the private sector’s commercial activities 
or a “federal work, undertaking or business” 
within the legislative authority of Parliament 
(e.g., telecommunications, banking, 
transportation).270 PIPEDA does not apply to 
non-profits, charities, associations or political 
parties unless they are engaging in commercial 
activities.271 PIPEDA applies when personal 
information is transferred across borders within 
or outside Canada. It also applies to the private 
sector in all provinces except Alberta, British 
Columbia and Quebec, which have their own 

private sector privacy laws that are deemed 
sufficiently similar to PIPEDA.272 

Three main components of PIPEDA can relate 
to the collection of personal information as a 
result of employee surveillance: 

1. Appropriate purposes: Employers subject 
to the law may “collect, use or disclose 
personal information only for purposes 
that a reasonable person would consider 
are appropriate in the circumstances.”273 
This standard seeks to ensure that the 
surveillance taking place must clearly meet 
appropriate purposes that are identified 
by the employer before or at the time of 
collection.274 The Office of the Privacy 
Commissioner (OPC) of Canada states 
on its website that it does not generally 
consider surveillance of an individual 
using their own device’s audio or video 
functions to be appropriate by a reasonable 
person.275 
 

2. Individual access and challenge: 
Employees generally have the right to 
be informed of the existence, use and 
disclosure of their personal information 
upon request; to be given access to that 
information; to be able to challenge 
the accuracy and completeness of the 
information; and to have it amended as 
appropriate.276 

3. Knowledge and consent requirements: 
Knowledge and consent of the individual 
are also generally required for the 
collection, use or disclosure of personal 
information.277 Employers are encouraged 
to be honest about the reasons they are 
collecting personal information without 
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being misleading or deceptive.278 Employers 
are also encouraged to seek express 
consent when: 

a. The collection involves sensitive information; 
or

b. The personal information obtained is 
“outside the reasonable expectations of the 
individual”; or

c. The collection of personal information 
creates “a meaningful residual risk of 
significant harm.”279

However, there are numerous exceptions to 
PIPEDA’s consent requirements. Consent for 
the collection of personal information is not 
required when it cannot be obtained in a timely 
manner and the collection “is clearly in the 
interests of the individual.”280 Moreover, consent 
is not needed when it is reasonable to expect 
that its attainment would compromise the 
availability or accuracy of the information or if 
the collection is reasonable for investigating “a 
breach of an agreement or a contravention of 
the laws.”281 Directly related to the workplace, 
an amendment to PIPEDA in June 2015 has 
since enabled organizations to collect personal 
information without knowledge or consent if the 
information “was produced by the individual 
in the course of their employment, business or 
profession and the collection is consistent with 
the purposes for which the information was 
produced.”282 

Among other responsibilities, the OPC oversees 
the implementation of the Privacy Act and 
PIPEDA by investigating complaints, issuing 
findings of compliance breach, and presenting 
non-enforceable recommendations.283 In a 
previous investigation, the OPC found that an 
internet service provider using video cameras 
to monitor staff for the purpose of ensuring 

security and managing employee productivity 
was unreasonable on the basis that there 
existed less intrusive methods to address the 
employer’s concerns.284 In another case, the 
OPC recommended the removal of cameras 
where it found the use of camera surveillance 
was not demonstrably necessary for the 
purpose of maintaining security, hygiene or 
worker and product safety, and because less 
invasive safety methods could be used.285 

OPC investigations have come to involve a 
four-part test to evaluate whether an employer’s 
purposes for collecting personal information 
would be considered appropriate by a 
reasonable person. The test includes whether: 
a) the surveillance activity is necessary to meet 
a specific employer need; b) the surveillance 
is likely to be effective in meeting that need; c) 
the loss of privacy is proportional to the benefit 
gained; and d) there is a less privacy-invasive 
way of achieving the same end.286 The OPC 
has also previously found it unacceptable for 
organizations to monitor employee emails 
without justifiable purposes under PIPEDA.287 
However, broad exceptions may allow 
organizations to access employee emails 
without consent, particularly for investigating 
a possible breach of an agreement or 
contravention of Canadian laws.288

Significant overhauls to PIPEDA have been 
proposed by the federal government through 
Bill C-11. The Bill has yet to advance in the 
legislative process beyond the first reading 
since being proposed in November 2020.289 Yet, 
it nonetheless indicates the potential future of 
privacy and data protection rights in Canada, 
including in the context of the workplace. 
The Bill would enact the Consumer Privacy 
Protection Act (CPPA), repealing the parts of 
PIPEDA that concern the protection of personal 
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information. It would create the Personal 
Information and Data Protection Tribunal, which 
would both hear appeals of certain decisions 
from the Office of the Privacy Commissioner 
and impose penalties for the violation of 
certain provisions of the CPPA. The prospect of 
organizations facing administrative penalties 
that are enforceable for CPPA-related violations 
is a significant step forward for privacy and 
data protection rights in Canada; however, the 
Office of the Privacy Commissioner has stated 
that these penalties would not apply to the 
most common and frequent violations of the 
proposed CPPA related to consent.290 

In the workplace context, the CPPA would bring 
at least a few notable changes to the current 
privacy regime.291 The law would continue to 
allow the collection of personal information 
without an employee’s knowledge or consent 
if the information was “produced in the course 
of employment, business or profession” and 
if doing so is consistent with the purposes for 
which the information was produced. However, 
unlike PIPEDA, the CPPA would also allow 
for the use and disclosure of such personal 
employee information.292 This change is 
important because it could enable employers 
to analyze information gathered in a way 
that augments surveillance capabilities. For 
example, this provision could allow employers 
to deploy software that recognizes and 
categorizes biometric data, including faces, 
potentially to the detriment of marginalized 
groups who face greater inaccuracy rates such 
as women, seniors or racialized people.293

It is also significant that the CPPA gives 
individuals the right to an explanation of any 
predictions, recommendations or decisions 
that are made using their information through 
an automated decision system.294 However, it 

is plausible that broad exceptions to providing 
this explanation could be relied on by 
employers295 in ways that deny employees the 
right to access and amend their information in 
situations where the use of technology could 
automate human prejudices and biases in 
ways that could violate equality rights.

One last proposed set of changes in the CPPA 
worth mentioning concerns de-identified 
information. Unlike PIPEDA, the CPPA provides 
special treatment for this type of information, 
defined in the CPPA as the modification or 
creation of personal information through 
“technical processes” to ensure that information 
does not identify an individual whether used 
alone or with information.296 The CPPA allows 
organizations to use and disclose de-identified 
personal information for prospective business 
transactions without knowledge or consent, 
such as an employer disclosing de-identified 
employee information for the purposes of 
analysis or examination by a third party.297 
It also allows organizations to disclose de-
identified personal information without 
knowledge or consent for “socially beneficial 
purposes” to Canadian government institutions, 
health care and post-secondary institutions, 
public libraries, or any organization mandated 
by law or contract to “carry out socially 
beneficial purpose.”298 On top of the risk of data 
re-identification,299 these proposed changes 
in the CPPA could expand the surveillance of 
employees to third parties, including private 
organizations and government institutions 
without adequate regulatory oversight, which 
is rooted in the protection of the rights to 
knowledge and consent over how personal 
information is used and disclosed.
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Canada Labour Code 
The Canada Labour Code regulates the 
working conditions of employees at federally-
regulated employers, such as transportation, 
telecommunications or banking corporations.300 
It establishes a framework for negotiating 
collective agreements in the unionized context 
and sets out certain norms for all workers, 
including those who are not unionized. Use 
of certain surveillance technology or tactics 
in the workplace may constitute harassment 
or may violate a given applicable collective 
agreement. In one case involving a claim 
of unjust dismissal, the Federal Court held 
that disclosure of the employee’s personal 
information to a medical professional 
without consent was not unlawful pursuant to 
PIPEDA because “an individual who accepts 
employment is deemed to have consented to 
the collection, use and disclosure of personal 
information for management purposes.”301 

Private Sector Provincial 
Privacy Law
The provinces and territories across Canada 
also have laws for the private sector and many 
for the public sector, which could apply in 
the context of workplace surveillance.302 The 
following analysis is limited to provincial private 
sector privacy laws.

British Columbia and Alberta

British Columbia and Alberta’s provincial 
private sector privacy laws directly regulate 
employment-related collection, use and 
disclosure of personal information.303 British 
Columbia and Alberta’s Personal Information 
Protection Acts (PIPA) both stipulate that an 
organization can collect, use and disclose 
an employee’s personal information 
without their consent if the collection is 

reasonable for the purposes of “establishing, 
managing or terminating an employment 
relationship between the organization and the 
individual.”304, 305 However, the organization is 
still required to give notice to the employee 
and outline the purposes of collecting personal 
information before it takes place.306, 307 Under 
British Columbia’s PIPA, this notice is exempted 
for a variety of reasons, including if the 
information is publicly available; consent 
cannot be achieved in a timely manner; 
consent would compromise the availability or 
accuracy of the information; or the collection 
is necessary to determine the individual’s 
suitability to receive an honour, award or similar 
benefit.308 

Quebec

The right to privacy in Quebec is enshrined 
in the Quebec Charter of Human Rights and 
Freedoms and the Civil Code of Quebec. Unlike 
the Canadian Charter, the Quebec Charter is 
not limited to “government action” only, and 
instead applies generally to all legal disputes 
in the province.309 Section 4 of the Quebec 
Charter protects individuals’ rights to safeguard 
one’s dignity, honour and reputation; and 
Section 5 protects the right to respect for one’s 
private life.310 

The Civil Code of Quebec also contains 
provisions that are possibly applicable 
to employees’ rights under surveillance. 
Section 3 of the Code protects the right to the 
inviolability and integrity of the person, and 
the right to the respect of one’s reputation 
and privacy.311 Moreover, section 36 outlines 
a set of actions that may be considered an 
invasion of privacy: the intentional interception 
of private communications; appropriating or 
using a person’s image or voice while he is 
in private premises; keeping a person’s life 
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under observation by any means; using a 
person’s name, image, likeness or voice for a 
purpose other than the legitimate information 
of the public; and finally, using a person’s 
correspondence, manuscripts or other personal 
documents.312

Quebec’s private sector privacy law allows 
employers to “establish a file” on another 
person only for a “serious and legitimate 
reason.”313 Among other rights, individuals 
must be informed of the “object” of the file, 
how collected information will be used, the 
categories of person who will have access to 
it, and where it is stored, as well as the rights to 
access and rectification of the information.314 
In June 2020, Quebec began the process 
of overhauling its private sector privacy law 
through Bill 64, heralding a potential new era 
of new changes, including tougher penalties 
for privacy violations and the right to object to 
automated decision-making.315 

The Quebec Court of Appeal has held that 
invasions of privacy by employers may be 
justified on rational grounds when there 
is a reasonable connection between the 
surveillance measure deployed and the proper 
functioning of the organization, as well as when 
the surveillance is carried out by reasonable 
means. For example, when the employer has 
serious reasons for questioning the honesty 
of an employee’s behaviour, the surveillance 
must occur only for the purpose of verifying the 
employee’s behaviour and must use the least 
intrusive possible method of monitoring.316

Common Law Torts

There are also numerous torts that do not exist 
in statute, but have emerged in common law 
by virtue of precedent decisions in specific 
case disputes. Since 2012, the Ontario Court 
of Appeal has recognized the common law 
tort of “intrusion upon seclusion”, involving 
the intentional (including reckless) invasion 
of a person’s private affairs or concerns 
without lawful justification that a reasonable 
person would regard as highly offensive, 
causing distress, humiliation or anguish.317 The 
publicity or publishing of private facts has also 
been applied or recognized in many cases 
by various courts and may be available to 
employees wishing to initiate civil proceedings 
on these bases against their employers.318
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Implications
The review’s findings have several critical implications for 
research, policy and practice, focused on the socio-technical, 
legal and policy challenges, in light of the global health 
pandemic.

05



5.1 Workplace 
Surveillance Accelerating 
and Expanding 

Workplace surveillance, including through 
digital means, is not new. Prior to the 
pandemic, workplaces in various sectors and 
industries were steadily adopting surveillance 
technologies to monitor workers and conduct 
employee performance assessments. The rapid 
shift to remote work facilitated by the Covid-19 
pandemic has increased employer demand 
for such surveillance technologies as a means 
to bridge the gap for employers unable to 
conventionally supervise workers onsite.319 The 
pandemic has not only accelerated demands 
for remote work surveillance technologies, 
but has also shifted the ways in which such 
technologies are being used on-site.

Studies reveal that surveillance tends to 
accelerate and intensify during national 
crises and emergencies in a process known 
as ‘surveillance creep’, where surveillance 
technologies used in one context are 
repurposed and deployed in others.320, 321, 322 
Literature discussing the pandemic’s role 
in further expanding and accelerating 
surveillance practices, including in the 
workplace, are therefore not surprising. The 
sources reviewed reveal that workplace 
surveillance can raise concerns over employee 
privacy, the ethics of monitoring and human 
rights. The negative impacts of excessive 
workplace surveillance, that is when it goes 
beyond what is reasonable or necessary, 
include psychological effects such as low 
self-esteem, anxiety and depression.323 When 
employees experience stress due to excessive 
monitoring, physical symptoms can also 
appear, including repetitive stress injuries or 

musculoskeletal discomfort.324 Surveillance 
technologies that are increasingly able to 
assess worker performance through AI and 
other analytics software may lead to prejudicial 
treatment on the basis of age, race or gender, 
thereby exacerbating existing inequities.325 
Excessive surveillance practices, either on-
site or at home, can come at a direct cost to 
human dignity, autonomy, and well-being.326 
It is therefore critical for policymakers and 
stakeholders to avoid focusing on privacy 
implications alone to account for the negative 
impacts of excessive workplace surveillance, 
and to expand their analyses to worker human 
rights.

5.2 Challenges with 
Current Employee 
Privacy Protections 

New and emerging workplace surveillance 
technologies are used not only for monitoring 
workers, but are also increasingly relying 
on granular forms of data collection linked 
to AI and other analytics tools to measure 
employee performance or productivity, such 
as technologies that monitor keystrokes, eye 
movements, facial muscles, tone of voice 
and geolocation. While such technologies 
have often been discussed in relation to their 
growing use on-site, especially in manual 
labour and low-wage work settings,327, 328 their 
expansion to monitor workers at home, in light 
of the pandemic, is further raising concerns 
over their implications — where the distinction 
between work and private activities is often 
blurred, particularly through use of personal 
devices and networks for work-related activity.
Canada’s current legal framework with 
respect to workplace surveillance provides 
employers with considerable leeway to surveil 
employees, so long as the surveillance is 
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linked appropriately to employers’ interests 
and goals.329 There is a significant legal gap 
in that Canada’s federal privacy law for the 
private sector does not currently presumptively 
extend protection to those working in the 
non-profit and charity sector, nor for political 
parties. New and emerging technologies are 
also shifting the legal analysis of workplace 
surveillance moving from earlier ones that 
focused on whether a worker had a reasonable 
expectation of privacy to one today where the 
analysis focuses on whether the surveillance 
itself is reasonable.330 

The breadth of tools available for the collection, 
use and distribution of employee personal 
information, including without the knowledge 
of employees, may render the protections that 
privacy laws offer illusory.331 This is particularly 
the case for surveillance technologies driven 
by AI and other analytics software, which are 
further complicating how to determine whether 
a reasonable person would consider the 
certain surveillance activity “appropriate in the 
circumstances” as required in Canada’s federal 
private sector privacy law. Such automated 
technologies, capable of performance analysis 
using granular and expansive data collection, 
and ostensibly offering organizational 
enhancements to productivity (often with little 
or no evidence), are perhaps where the most 
challenges arise —¬ and where regulatory 
protection of employee’s privacy is needed 
the most. Other jurisdictions, such as the EU, 
are advancing protections with respect to 
automated decision-making, providing the 
rights to be informed, receive meaningful 
explanations, and to not have decisions that 
produce legal or significant effects be based 
solely on automated processing without explicit 
consent.332 

Many experts have also advocated that future 
amendments to Canada’s federal privacy laws 
explicitly prioritize the right to privacy and data 
protection for individuals and workers, as has 
been enacted in the EU and California.333, 334, 335 
The ultimate impact of grounding Canada’s 
privacy and data protection laws in a human 
rights approach would also ensure that 
the principles of necessity, proportionality 
and minimal intrusiveness — which are 
fundamental to rights-based balancing tests — 
are core features to any future modifications of 
the Privacy Act and PIPEDA. 
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5.3 Need for Workplace 
Guidance

Current Canadian privacy laws can provide 
employers with considerable latitude to use 
workplace surveillance technologies. On top 
of this, employers that utilize AI and other 
analytics tools for performance assessments 
pose some of the largest challenges in terms of 
balancing privacy and equality rights with their 
use. As a result, employers require guidance 
to ensure appropriate use of surveillance 
technologies that is informed by evidence-
based best practices, which could include the 
following principles: 

Transparency:

Employers should ensure that all information 
regarding the use of monitoring or surveillance 
tools is fully available to employees at all 
times and upon request. Employees must also 
be able to request that employers share any 
personal data they have collected, challenge 
its accuracy and completeness, and have it 
amended as appropriate. Employees should 
also have the ability to ask any questions 
related to their organization’s surveillance 
policies without fear of repercussions; and 
the employer should answer truthfully and 
completely. 

Clarity: 

Employers should take active measures to 
ensure that employees are informed about 
how surveillance technology works, including 
the role of any automated decision-making, 
and the potential risks associated with such 
workplace monitoring and assessment. 
Training sessions should inform employees 
about the potential cybersecurity and privacy 
risks, harms, and benefits of using surveillance 

technology. Considering the novelty and 
technical complexity of new forms of employee 
monitoring, employers should ensure that 
complex, inaccessible jargon is not used to 
intimidate employees from fully understanding 
the nuances and drawbacks of employee 
surveillance technologies, particularly when 
working from home.

Inclusion: 

Employers should include the opinion and 
voices of all relevant stakeholders, including 
vulnerable and minority employees, prior to 
adopting any form of surveillance technology. 
Employees should be consulted about the 
most accurate and fair metrics by which 
employers can assess productivity. Demanding 
that employees provide information about 
all aspects of their work behaviour, such as 
monitoring screen time and keystrokes, may 
be an inaccurate reflection of the employee’s 
quality of work and, therefore, an ineffective 
measure by which to rank employees.

Equity: 

Employers should regularly review its 
surveillance practices, including any 
associated automated decision-making 
procedures, to ensure they do not result in 
differential treatment of any group based 
on a prohibited ground of discrimination 
within human rights laws, such as race, 
national or ethnic origin, colour, religion, 
age, sex, sexual orientation, gender identity 
or expression, marital status, family status, 
genetic characteristics and disability. This 
should include empowering the voices of 
underrepresented groups and incorporating 
their specific recommendations in updating 
workplace surveillance policies.
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Reasonable expectations of employees: 

Employers should assure workers that they 
are entitled to reasonable breaks, free from 
any electronic monitoring, and are limited to 
specific work hours. Employees should not be 
pressured to work significantly long hours at 
a time or neglect important personal matters. 
Employers should also consider flexibility 
and acceptance of different working styles if 
deliverables are met and completed on time 
and with good quality. 

Security: 

Employers must develop, implement and 
maintain a security policy that protects 
employee personal information collected 
through monitoring tools using appropriate 
and necessary security safeguards. These 
include strong user authentication, data access 
limits, secure device configuration, encryption, 
perimeter defenses, software security updates 
and ongoing staff training.

Least intrusive approach: 

Employers should operate based on a principle 
of minimalism; the least intrusive methods that 
fulfill the employer’s needs should be used. If 
less granular and invasive monitoring tools can 
replace existing techniques while still fulfilling 
the employer’s purpose, then employers have 
a responsibility to update their policies and 
practices accordingly, and transition to more 
secure, less pervasive and intrusive monitoring 
tools. Employers should justify their use of 
certain technologies by clearly demonstrating 
a lack of a sufficient alternative. They should 
also ensure that employee personal data are 
only stored for as long as required to serve the 
intended purpose.

One way to effectively advance these 
standards is through the implementation 
of data protection and privacy impact 
assessments prior to the deployment of any 
surveillance practices in the workplace. The 
findings of these assessments should ideally 
be made public and/or available to employees, 
to enable better informed consent decisions 
and trust. 
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5.4 Need for Greater 
Regulatory Enforcement 

Although Canada’s current private sector 
privacy law outlines principles on the 
regulation of personal information, it lacks 
substantial enforcement powers to implement 
these principles into day-to-day business 
operations.336 The Office of the Privacy 
Commissioner does not currently have 
the ability to issue final binding orders of 
compliance or levy fines, even if it finds that the 
entity in question has violated the provisions 
or principles set out in the Privacy Act or 
PIPEDA.337 The OPC also does not currently 
have the authority to proactively inspect the 
practices of private sector organizations, in the 
absence of a complaint or open investigation, 
unlike the powers given to data protection 
authorities in the UK and Australia.338

Greater enforcement mechanisms would set 
clearer limits for non-compliant behaviours 
and unreasonable surveillance practices 
or tools, deter employers from violating 
privacy protections, and make it in the best 
interest of organizations to comply with 
OPC investigations.339 Weak enforcement 
mechanisms hinder the ability to place 
reasonable limits on employee surveillance, 
and make it far more challenging to ensure 
that employers are sufficiently protecting 
the personal and sensitive data collected 
from workers. On this latter point, ineffective 
data management practices in fact make 
organizations more vulnerable to cybersecurity 
attacks, which have significantly increased 
since the onset of the pandemic. Reports have 
linked the rise in cyberattacks to organizations’ 
hasty deployment of remote surveillance 
technologies to monitor employees at 
home, many of which were found to contain 

weaknesses and other vulnerabilities for 
attackers to exploit.340

Greater enforcement measures could also 
improve the effectiveness of organizations in 
obtaining informed and meaningful consent 
prior to the collection of personal and sensitive 
employee information through surveillance 
tools. Currently, the OPC does not have the 
power to compel organizations to enforce 
consent requirements with respect to employee 
monitoring. Even if it did, workers typically lack 
the power to meaningfully withhold consent 
from employer monitoring activity.341 Truly 
meaningful consent includes employees being 
well-informed of the surveillance technology 
used for monitoring, including how the 
technology works; the information that will be 
collected; where this information will be stored; 
any privacy risks; how the information will be 
used; how the data collected may impact 
employment conditions; to whom this data 
will be disclosed;  how to access and seek 
corrections to the information; and, ideally, what 
alternatives may exist without consequences 
for employment. As a result, workers in Canada 
may find their personal information in the 
hands of their employers without sufficient 
knowledge of how date are collected and 
used. Stronger mechanisms to ensure that 
organizations attain informed, meaningful 
consent from employees under surveillance, 
especially when performance analysis tools 
are deployed, would promote greater trust in 
workplace environments.
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5.5 Need to Fill Research 
Gaps on Marginalized 
Communities and 
Cybersecurity 

This scoping review demonstrates that there 
is a dearth of knowledge about the impacts 
of workplace surveillance on vulnerable and 
marginalized communities in Canada. It is 
well-known that surveillance and automated 
technologies may exacerbate inequities 
through their design and deployment. 
For instance, there is a growing body of 
research that outlines the presence of bias 
in facial recognition technologies,342 whose 
algorithms have been found less accurate 
when performed on darker skin tones, women, 
trans and non-binary people, and seniors.343 
Workplace surveillance technologies, 
particularly those that are driven by AI, may 
lead to biased treatment on the basis of 
age, gender and race. This review provides 
a window into the biased treatment of 
employees based on such traditional markers 
of difference, for instance including the gender-
based aspects of experiencing greater concern 
for one’s privacy when monitored at work,344 
and being more likely to view workplace 
camera surveillance as unacceptable.345 More 

broadly, surveillance studies literature has 
frequently shown how racialized communities 
are disproportionately targeted and subject 
to greater surveillance and biased treatment, 
facilitated through digital technologies.346, 347, 348 
However, studies in the scoping review 
revealed a significant absence in research 
on the impacts of workplace surveillance on 
marginalized and vulnerable communities, 
particularly in the Canadian context, for 
example based on age, gender, sexual 
orientation, race, (dis)ability and other bases of 
protection provided by equality laws. 

More research on the impacts of workplace 
surveillance technologies, particularly in a post-
Covid and remote-working era, is critical to 
shaping policy and protecting employee rights 
and privacy, particularly those who are most 
vulnerable in Canadian society. To some extent, 
the lack of research on workplace surveillance, 
particularly on remote work, is understandable 
given the novelty of the pandemic. However, it 
is not only remote work surveillance but also 
research on workplace surveillance on-site that 
is also absent. Key areas of future Canadian 
research include surveillance in low-wage work 
settings, particularly as the costs of resisting 
surveillance may be too high for such groups, 
including the potential loss of income, creating 
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an unfair distribution of power between 
employer and employee.349 It is also known 
that workers in manual labour and low-wage 
work settings are subject to more overt and 
continuous surveillance, such as overt cameras 
and electronic tracking.350 Such workplaces 
often consist of highly racialized work forces. 
Such intrusive surveillance technologies 
could harm vulnerable employees’ health and 
well-being by promoting unreasonable work 
demands and developing an organizational 
culture that promotes an excessively fast-
paced, minimal downtime approach to work.351 
Work strain and stress have long been linked 
to a variety of mental health issues, including 
anxiety, depression and loss of concentration.352 
Unreasonable work expectations and the 
discouragement of breaks could be particularly 
harmful for people with disabilities or older 
adults, who face a significant risk of harm from 
working at a faster pace with no rest. Thus, 
the need for Canadian-specific research on 
workplace surveillance is crucial to producing 
further knowledge and creating policies aimed 
at dismantling structural inequities. 

In addition, this review indicates a significant 
absence of studies on the cybersecurity 
implications of workplace surveillance in the 
Canadian context. There is also little in-depth 
research on the cybersecurity risks posed by 
surveillance technologies, despite the steep 
increase in cyberattacks on workplaces since 
the beginning of the Covid-19 pandemic. The 
rise in cyberattacks is costly for businesses, 
and places employees’ personal information 
at greater risk of misuse. The increasing 
demands for remote surveillance technologies 
by employers are linked globally to an increase 
in cybersecurity attacks and data breaches. 
More research is needed in Canada on how the 
Covid-19 pandemic and the rapid expansion 

and acceleration of remote surveillance 
technologies correlates, and in what ways, 
with cyber attacks. More research outlining 
the extent and types of cybersecurity risks 
related to workplace surveillance technologies 
— particularly as work-from-home measures 
continue to be more than temporary 
arrangements — is also critical to the 
development and effective implementation of 
strong data protection and security measures 
in a post-Covid context.

Project Limitations

Like all scoping reviews, this project has some 
limitations. Scoping reviews gather information 
from various sources with a range of designs 
and methods. As a result, the sources included 
can produce a sizeable result, focusing on 
breadth and not necessarily depth, with the 
aim of providing an overview of the available 
literature. To this end, scoping reviews do not 
aim to produce a “critically appraised and 
synthesized result/answer to a particular 
question.”353 Although the project has aimed to 
be as comprehensive as possible, this review 
may have not identified all literature published 
on this topic in the last 10 years. Various 
search strings were developed to describe the 
electronic surveillance of workers; however, 
other terms and variations, may also exist. 
Like other studies, there is also a risk of bias, 
including selection bias. Our review included 
sources published only in English and was 
conducted using only English terms. Further, the 
lack of critical appraisal may also impact the 
implications for practice, particularly by being 
limited in terms of providing granular guidance. 
As Munn et al. have suggested, scoping reviews 
are often seen as a precursor to systematic 
reviews and indeed this study may act as such, 
and indeed, as a springboard for other studies.  
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The increased monitoring and surveillance of 
workers spurred on by Covid-19 has provoked 
significant concern from a wide range of 
stakeholders including activists, legal experts, 
workers and regulators. ‘Work’ environments 
have increasingly come to encompass 
employees’ personal homes amid the 
normalization of remote work. This has blurred 
the lines of what constitutes work and personal 
life, with workers now facing an increased risk 
of exposing personal and sensitive information 
while using personal devices and network 
connections. It is in workers’ and organizational 
interests for employers to prioritize the 
privacy and equality rights of their workers, 
in order to build trust; retain workers; and 
improve worker motivation, satisfaction and 
positive perceptions of employers.354, 355 While 
employers have certain legitimate business 
interests, assessing whether an employee is 
engaged, attentive or efficient does not require 
invasive software, placing a wide swath of 
personal data at risk of exposure, misuse or 
biased assessment. 

The Covid-19 pandemic has not brought to 
light anything new regarding the monitoring 
of workers; instead it has reinforced and 
accelerated surveillance trends, exacerbating 
what many workers in Canada have long 
experienced through both overt and covert 
surveillance practices. Canada’s employers 
need better guidance and enforcement to 
ensure that the treatment of workers and their 
information is reasonable, appropriate and 
best engenders privacy, security and trust.
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